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As we go to press, Microsoft has
issued its 65th security bulletin of
the year disclosing a security flaw

of critical severity in most versions of its
popular Windows operating system.
Microsoft urges users of Windows 2000,
Millennium, 98, and NT 4.0 to download
a software patch from the company’s
security Web site. Attackers could exploit
a vulnerability in the software that underlies many
database functions and take over the user’s com-
puter. Microsoft’s newest version, Windows XP, does
not have the problem.

In the U.S. it was recently discovered that a
substantial percentage of airport security workers
– who are supposed to assure that no one board-
ing a flight is using false identification – are using
false identification themselves. Quite a few are
also criminals; hundreds have been arrested in
the past couple of weeks. These people were hired
to protect us from people just like them. 

The largest security hole in the country’s informa-
tion technology infrastructure is not some new type
of virus or an outside hacker trying to get into corpo-
rate or government systems; it’s developers working
on software projects all over the world. In the current
technology downturn it has become very popular to
turn to offshore outsourcing, sending IT projects all
over the world using the Internet as the conduit.
Every Fortune 500 company and U.S. government
office uses software created by people of unknown
backgrounds and intentions. It is a standard practice
on large technology projects for one company to act
as the prime contractor and have multiple specialty
companies act as subcontractors. For example,
Microsoft regularly has source code written in India. 

There are absolutely no development security stan-
dards in place anywhere in the industry. What is
checked is that the price is as low as possible and that
the code works. Nobody ever checks with the FBI, CIA,
or anyone else to assure that the developers working
on the projects do not have a second agenda. For all
you know, Osama bin Laden himself or people who
think like him are writing part of the source code for
your current project, gaining intimate knowledge of

every vulnerability of the system being
built and any other systems it will interface
with. Remember, you stand on line at air-
ports all over the U.S. for hours to go
through make-believe security checks
staffed by people with false identification
and criminal backgrounds.

I know this may sound unbe-
lievable, but that is exactly what the

U.S. Customs Service thinks it found last night in a
raid on Ptech Inc. They believe Ptech is linked to
one of bin Laden’s alleged money men, a Saudi
multimillionaire named Qassin al-Kadi. If true, it is
not a good thing. Ptech has worked with Aetna,
Allegheny Energy Supply, Booz Allen Hamilton, the
FAA, the FBI, IBM Global Services, MetLife,
Motorola, NATO, Pricewaterhouse Coopers,
Southern California Edison, Sprint, the Air Force,
the Department of Energy, the Department of
Education, the Department of Veterans Affairs, the
House of Representatives, the Forest Service, the
Postal Service, and Weyerhaeuser.

After this revelation it should be evident to any
rational person that it is not enough for any software
house – no matter how big – to say they have some
type of unaudited security system in place and that
we shouldn’t worry. What the industry needs is to
work with government to put in place an indepen-
dent third party to act as a central clearing house
that at least seriously attempts to assure that terror-
ists or terrorist sympathizers are not actively mining
software projects with endless trouble. 

Anyone who says that the thought of methodical
software terrorism and cyber warfare is far-fetched,
that the industry does not need to be hyper-vigi-
lant, and that it could never happen only has to
look at the past and see that it was not too long ago
that U.S. television featured shows that focused on
the first World Trade Center bombing. These shows
always ended with the assurance that the people
who did it were safely in jail and there was no way
they could ever knock down one of the buildings.
Well, guess what? The next time they tried to knock
them down – they succeeded. It took 10 years for
them to figure it out, but they did.  

BY JACK MARTIN

ABOUT THE AUTHOR... Jack Martin, editor-in-chief of WebSphere Developer’s Journal, is cofounder and CEO of Simplex
Knowledge Company, an Internet software boutique specializing in WebSphere development. Simplex developed the first remote
video transmission system designed specifically for childcare centers, which received worldwide media attention, and the world’s
first diagnostic-quality ultrasound broadcast system. E-MAIL... jack@sys-con.com
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Joe Anthony talks
with Jack Martin,
editor-in-chief of
WebSphere
Developer’s Journal,
about e-business on
demand, Grid 
computing, and 
IBM’s competition.

WSDJ: WHAT CAN YOU TELL 
ME ABOUT WEBSPHERE
APPLICATION SERVER V5?
JA: Let me put the announcement in
context. Application servers that origi-
nally were used as Web front ends have
evolved into handling more of the core
application infrastructure. Nowadays,
customers need a much broader integra-
tion platform that includes things like
Web services choreography and portal
and commerce infrastructure. So the
application server is the underpinning of
a customer’s overall core infrastructure.

WSDJ: WHAT IS WEB SERVICES
CHOREOGRAPHY? AND HOW IS
YOUR IMPLEMENTATION 
HANDLING IT?
JA: Many of our customers are taking a
lot of different core back-end assets and
new applications and making them into
individual pieces as Web services. How
do you tie all that together with a work-
flow, how do you choreograph them,

how are all of these individual Web ser-
vices going to work together for an end-
to-end flow? Workflow is not a new con-
cept – it’s been around for a while, but
the idea of taking all the individual ele-
ments and doing that with Web services
is relatively new. It allows customers to
leverage a lot of their existing assets.

WSDJ: COULD YOU GIVE ME AN
EXAMPLE OF HOW SOMEONE
WOULD USE THAT IN THE REAL
WORLD?
JA: You can take portlets, as an example,
and expose them as a Web service. You
could take some CICS (Customer
Information Control System) artifacts that
you might be working with and pull out
information and expose that as a Web
service. You can start taking individual
applications and flow the entire end-to-
end piece together. For example, you
might have pulled some travel informa-
tion out of CICS, combined it with some
other information, and flowed the infor-
mation together to start leveraging the
application server infrastructure as part
of an overall integration platform.

WSDJ: THAT’S A GREAT STEP
FORWARD.
JA: It’s very interesting – and it’s very pow-
erful for our customers. If they don’t want
to start from scratch with their different IT
projects, Web services choreography makes
it possible for them to more tightly integrate
these different aspects. They don’t have to
devote time to human intervention at many
different points along the way; they can let
the application handle it end-to-end.

WSDJ: IT SOUNDS AS IF YOU’VE
FIGURED OUT A WAY FOR THEM TO
LEVERAGE AN EXTENSIVE PORTION
OF THEIR EXISTING INVESTMENT.
JA: Yes, and we’re enabling them to
expose these assets as Web services and
providing them with the ability to choreo-
graph them. In addition, we’re very active
participants in the new Web services
standards organizations such as WS-I,
W3C, and OASIS. We’re working with the
Web services standards groups to make
continued enhancements in those areas.

WSDJ: HOW DO YOU SEE THAT
PLAYING AGAINST YOUR FRIENDS
IN REDMOND?
JA: We will continue to cooperate with
Microsoft when it comes to defining Web
services standards, but we feel that we
will also be very competitive when it
comes to the actual implementations. We
feel that with our Web services implemen-
tations running on more platforms than
just Windows, we have a lot more to offer
our customers – we give them the free-
dom of a much more flexible infrastruc-
ture, to support platforms ranging from
Linux to AIX to Windows. They can
choose what kinds of hardware and oper-
ating systems they want to run. We’ll
make sure that the applications they
choose to write can be deployed on them.

WSDJ: I THINK A LOT OF PEOPLE
AT MICROSOFT, WHEN THEY
THINK ABOUT WEB SERVICES,
THINK IT’S SPELLED DOT-N-E-T.
HOW DO YOU ADDRESS THAT?
JA: We think that .NET is fine for running
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Web services that require simple connec-
tivity on Windows devices. But it’s cer-
tainly not the only choice. We want to
make sure that our customers can choose
to deploy on Windows if they want to.
But we want to make sure that they have
more flexibility than that, and that they
enjoy the security, reliability, and scala-
bility that WebSphere provides. We
would advocate that customers run Web
services on a WebSphere J2EE environ-
ment – not a pure .NET environment.

WSDJ: WHEN I THINK ABOUT IBM,
I THINK ABOUT AUTONOMIC 
COMPUTING, IN WHICH IBM HAS
MADE MAJOR STRIDES IN THE
PAST 12–24 MONTHS. HOW IS
AUTONOMICS PLAYING IN THIS
SPACE RIGHT NOW?
JA: It’s very powerful. Let’s step back for a
little bit: if you think about the autonom-
ic nervous system of the body, you want
the computing environment to have
those same types of characteristics – for
an IT infrastructure to run and heal itself.
A lot of IT spending is devoted to areas
other than just a pure purchase of hard-
ware and software; a lot of it goes into
the IT administration’s need to run the
infrastructure, continually update it, con-
figure it, optimize it, etc. So if you can
infuse that intelligence into the software
and hardware, it’s going to be a lot better
for the overall IT administration. It can
enable a business to be operated based
on business rules and business objec-
tives, rather than requiring an IT staff to
focus on all the day-to-day hardware and
software tuning. We feel it’s key to have
software that is self-configuring, self-heal-
ing, self-optimizing, and self-protecting.

In the area of self-configuration, it’s
very important for the software to be
able to monitor what is going on in its
environment and then give tuning rec-
ommendations based on what’s occur-
ring. Now eventually you would want
the tuning recommendations to be auto-
matically implemented, but we don’t
feel most IT staffs are ready for us to be
making a whole lot of changes under the
covers before they’re comfortable with
that level of technology. We will be
making recommendations for distributed
platforms that can be implemented
based on a customer’s experiences. We
can also make sure that access methods
and overall responses are optimized.

In the area of self-healing software, a
key attribute is the ability of the system
to monitor itself. If it detects something
wrong in individual application per-

formance, it can try to tweak individual
things, but at some point you may
decide that you just need the applica-
tion to be taken down and restarted. The
same application may be present in the
rest of the cluster, so the individual user
is not impacted because the application
will be rolled over to another one.

When you look at self-optimization,
you want to prioritize work based on the
type of user – so you can give gold ser-
vice to banking customers who have the
largest accounts versus silver service for
those who don’t – as well as prioritize
usage based on the type of application. If
you have a Web application where peo-
ple are just browsing for information, you
don’t want to give that kind of user a
higher priority than someone who is
using a shopping cart on a commerce
location. So the ability to prioritize Web
traffic is very important.

WSDJ: SO YOU’RE DOING SOME
TYPE OF LOAD BALANCING THERE?
JA: It’s load balancing, as well as uti-
lization monitoring, which allows you
to make sure individual applications
don’t bottleneck a given resource.

In the area of self-protecting, we have
the ability to detect denial-of-service
attacks against the Web application infra-
structure, so you can make sure that
requests are well-formed, etc., at the
front-end server before you pass the
request to the back-end server. You can
make sure that the attacks are relegated to
the periphery and not tying up your back-
end application servers and applications
as you’re trying to execute, thus minimiz-
ing the disruption to your environment.

WSDJ: IT SOUNDS AS IF 
COMPUTING IS ALMOST READY
TO BECOME LIKE A UTILITY.
JA: Yes, that’s a very important part of
what we’re doing with e-business on
demand. We feel that the overall envi-
ronment is moving to the point where
on-demand businesses really need to
be highly adaptive enterprises that can
instantly sense and respond to changing
conditions. These businesses are flexi-
ble and integrated enough to dynami-
cally change based on the need. So as
conditions change in the infrastructure,
the businesses can respond. They can
also respond to requests, so as cus-
tomer demand is peaking during certain
seasons, etc., you can dynamically
change your internal environment as
well as draw upon extra external
resources to help meet that demand.

So it’s the ability to think about your IT
infrastructure as a resource that you can
get as the next-generation utility, to go
ahead and tap resources – whether they
be internal or external – on demand and
repurpose them as needed; it’s the ability
to move servers from one environment
supporting one application to supporting
another. It’s thinking about that comput-
ing infrastructure without having to worry
about exactly what platform, which
application, etc., rather thinking about
the overall context and business process
that’s key to your business. It’s being sure
you have the assets you need to fulfill
your customers’ needs.

WSDJ: HAS ANYONE TRIED THAT
YET?
JA: Take a look at the partnership we
have with Akamai, which has already
started to leverage some of their indi-
vidual static and dynamic caching ser-
vices. They’re now incorporating
WebSphere into their network to exe-
cute business logic on WebSphere
servers. The customer can choose to
have a certain level of IT infrastructure
and then as they need additional
capacity, they have the ability to draw
upon WebSphere in the Akamai net-
work. In addition IBM has announced
application hosting services and several
partners are working with customers in
an on-demand infrastructure.

WSDJ: HOW DO YOU SEE THIS
COMPUTING-AS-A-UTILITY
ROLLING OUT OVER THE COURSE
OF THE NEXT 24–48 MONTHS?
JA: Software used by customers inside
the firewall will offer additional features
that will make it easier to manage an
internal IT shop as applications that are
available on-demand internally. At the
same time, because of the work we are
doing with different systems integrators,
etc., customers will have the option of
working with integrators who are build-
ing that same kind of business-on-
demand model.

WSDJ: IT SOUNDS LIKE WE’RE
ABOUT READY TO ENTER INTO A
WHOLE NEW WORLD AGAIN.
JA: We are – and it’s a very interest-
ing world. People are going to be
able to focus on what they do best
and not necessarily have to build up
their own internal infrastructure and
worry about having a five-times-over
capacity within their environment.
When you look at it, most of our
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larger customers who are running
IBM zSeries mainframes do an
extremely good job of managing 
their infrastructure. Utilization of a
machine like the zSeries is very high.
As you start moving down in the level
of servers, etc., by the time you get
down to regular Intel-based servers,
you’re starting to look at utilization
rates that might be on the order of 10
percent. If you can get to where you
don’t need to have that level of
excess capacity in your infrastructure,
it makes a very powerful statement
about what you can do to run your
business more efficiently.

WSDJ: I UNDERSTAND FROM A
FEW PEOPLE INSIDE OF IBM
THAT SETI AT HOME IS ABOUT
TO GO COMMERCIAL WITH
APPLICATION SERVER V5. IS
THAT TRUE?
JA: That would be an interesting con-
cept, but the existing SETI is more of a
research project and it does not have
the kind of commercial infrastructure
that most of our customers would
want to apply in their own IT infra-
structure.

WSDJ: SO YOUR DEPLOYMENT OF
GRID IS DIFFERENT FROM
SETI’S?
JA: If you take a look at what you
need to deploy a Grid, you have to
have more security built in, you have
to have authentication, and authoriza-
tion of the assets you want to make
available. You also have to worry
about the accounting metrics you’re
going to put in place, and how you’re
going to manage the whole environ-
ment. So there’s a lot more that goes
into it than something as simplistic as
SETI. SETI did set a good precedent; it
helped us learn an awful lot about
what you’d want to put into a Grid
environment.

WSDJ: IT’S AN EXTRAORDINARY
EXPERIMENT.
JA: But if you start thinking about what
an IT director wants to do with his own
internal environment – that 90 percent
of free Intel server resources that is
available within his enterprise – he
doesn’t want that used up by something
like SETI. He wants a much more con-
trolled environment that he can manage
in the overall infrastructure and make
sure it’s being put to very productive use
and not just going haphazardly all over

his network. He wants a better control
than that, and the Grid that’s being
defined is doing a good job of that.

WSDJ: WHAT TYPE OF THINGS
COULD YOU FORESEE SOMEONE
USING GRID FOR INSIDE THE
ENTERPRISE? TAKE A TYPICAL
MIDMARKET COMPANY THAT
HAS ABOUT 500 INTEL BOXES
THAT SPEND MOST OF THEIR
TIME IDLE ALL DAY. WHAT
WOULD BE A COUPLE OF 
READY-FOR-PRIMETIME 
THINGS THAT THEY COULD 
DO WITH IT TODAY?
JA: It depends on the kind of company,
but as an example, if you were doing
design simulations, they are often done
on larger servers. With the amount of
spare cycles that you have in most
infrastructures, you could run the
design simulation on lower-powered
servers on a distributed basis and better
leverage those resources, particularly
during off hours, but even during nor-
mal hours. You can set the machines up
to so that you can leverage the cycles
that are not being used, but if someone
then comes back and starts using the
machines, you can back off and put it
in a background task.

I think another thing that’s helped
Grid a lot recently was that about a
year ago the protocols around the
Grid environment adopted a Web
services infrastructure. The value of
the interoperability between applica-
tions is so powerful there – adopting
that kind of a paradigm for Grid is just
going to make the overall adoption
and industry push that much stronger.
So we’re very much behind Grid and
we’re very active in the overall GGF
(Global Grid Forum) with it.

WSDJ: MY PERCEPTION OF GRID
IS THAT THE BASIC BUSINESS
PROPOSITION IS THAT YOU
ALREADY OWN THIS HORSEPOWER
AND THESE ASSETS, SO WHY NOT
USE THEM.
JA: When you think about e-business
on demand, you can do that with the
resources you own. It also affords
customers the ability to tap into the
e-business-on-demand assets that they
may be getting from other sources as
well. So all these things – when you
take a look at the Grid, the autonom-
ics, the e-business on demand – it’s a
very powerful framework. It all fits
together very nicely.

WSDJ: LET’S CHANGE GEARS FOR
A MOMENT. OBVIOUSLY, YOU GUYS
HAVE SPENT THE PAST 12–24
MONTHS THRASHING BEA, AND
YOU’RE AHEAD OF THEM 
OFFICIALLY AT THIS POINT – HOW
DO YOU SEE YOUR NEW OFFERING
STACKING UP AGAINST THEIRS?
JA: We’re very excited about what we
see. The proof is in the numbers, and
our nonstop growth demonstrates the
fact that customers think IBM offers the
best and broadest solution in the indus-
try. WebSphere has had 14 consecutive
quarters of double-digit growth and
BEA has had five consecutive quarters
of declining license revenues, so you
can see from an overall marketplace
adoption perspective where the market-
place is going. I think that with the
breadth of the platform coverage that
we bring to the table around Web ser-
vices, portal, commerce, etc., we offer
a very broad platform for customers
who are looking to invest in their infra-
structure. Really, I think that there are
only two companies that have this kind
of breadth, and they’re IBM and
Microsoft. And if you take a look at
IBM, we feel we’re allowing customers
to make sure they can operate in a
much more open environment. It does
include Windows, but it’s not exclusive
to Windows. And when you take a look
at how to reuse a company’s assets and
get to a more open development envi-
ronment – our open-source contribu-
tions to Eclipse and the tight integration
we have WebSphere Studio v5 as well
as with DB2, Tivoli, and Lotus – togeth-
er those things make a very powerful
solution for the IT investment and the
value that the customers can see.

WSDJ: ANY FINAL THOUGHTS ON
APP SERVER V5 AND STUDIO V5?
JA: When you take a look at what IBM
has accomplished with WebSphere v5
and WebSphere Studio v5, it has
evolved into a very powerful platform
for an on-demand business. Companies
can look at taking all of their core assets
and deploying them as Web services.
We provide the ability to choreograph
them and integrate them into their core
business and have set the foundation for
how autonomics and Grid play in this
overall on-demand business for cus-
tomers. So we’re enabling customers to
move into this new on-demand business
world and we feel that leveraging the
WebSphere platform is going to give
them a leg up on their competition. 
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Nine out of 10 ATM transactions
are done using COBOL. IT
departments in large corpora-

tions manage over 30,000 CICS code
modules written in COBOL, Assembler,
or PL/I. The oldest modules are 25–30
years old, but still process mission-crit-
ical data every day and almost certain-
ly will continue to run for years to
come. You get the idea – legacy systems
still have an important role to play in
business today.

This enormous amount of code,
running on mainframe and AS/400
systems, is collectively known as
“legacy applications.” Between
70–80% of IT budgets is spent yearly
to maintain and evolve this code.

Many corporate IT departments
have turned to Windows and Unix-
based machines to complement their
existing mainframes for developing
and deploying Web and composite
applications. The mission-critical lega-
cy applications residing on the main-
frame must be leveraged to provide
both data and business logic to power
these new Web and composite applica-
tions. It is too costly to simply recode
legacy applications in languages
designed for these new platforms.

Legacy application integration is the
solution. Existing legacy applications
must be made available to these new
Web and composite applications.
Corporate IT departments must be able

to isolate specific business transactions
from within one or more applications
and expose them on the Web or create
composite applications. Web services is
the technology powering this new form
of application integration.

The challenge lies in how to provide
Web services from existing legacy
applications – without relying on ter-
minal emulation. The traditional
approach to legacy connection has
been through emulation. In the past
12–18 months, emulation-based prod-
ucts have emerged that can provide
Web services from underlying host
transactions. While this is a major step
forward, the need still exists for high-
performance integration with the host.
ClientSoft has pioneered a new breed
of legacy integration tools to provide
“direct integration” with mainframe
applications. This direct integration
approach allows the creation of Web
services that interact with existing
mainframe applications, without rely-
ing on terminal emulation.

The “Screen Scraping”
Image

In the early 1990s, emulation-based
technology was in its infancy and was
characterized as “screen scraping.”
Screen scraping is the process of taking
the data from the screens of a legacy
program that was formatted for a “green-
screen” terminal, and reformatting the

data for use in a new user interface. The
input from the new interface must also
be reformatted to allow the underlying
legacy program to understand the
request. Screen scraping became a
derogatory term. However, at the time
using the data stream in a screen scrap-
ing project was the only surefire way to
access legacy transactions.

The notion of a middle-tier applica-
tion server changed many of the per-
ceptions of screen scraping. Vendors
emerged with automated development
environments that leveraged the capa-
bilities of a middle-tier legacy applica-
tion server to provide “intelligence”
around the navigation of the legacy
screens. These tools were based on ter-
minal emulation but provided many
additional features designed to improve
both the development and deployment
of applications based on legacy integra-
tion. The term screen scraping was
replaced with emulation-based or
screen-based as labels for the new evo-
lution of legacy tools. Let’s explore how
these emulation-based tools work.

EMULATION-BASED
LEGACY INTEGRATION 
• During the development process

the integration tool is used to navi-
gate the host-based application and
automatically capture each screen
map file. This map file contains all
of the input and output fields that
make up the actual screen. The
developer is able to encapsulate a
complete business transaction
across multiple host screens and
expose it in a presentation or pro-
grammatic interface. A few vendors
have delivered Web services as a
programmatic interface option.

• The runtime component of most
emulation-based tools is a middle-
tier legacy application server, typi-
cally installed on a Windows or Unix
machine. This software-based server
acts as the traffic cop during deploy-
ment. It interacts with the legacy sys-
tem using the appropriate terminal
emulation protocol, and with the
front-end application using TCP/IP. 

MIGRATION

Enterprises have invested much time and money in legacy systems. According to

industry analysts, over 70% of the world’s data is contained in legacy systems. IBM

states that there are currently more transactions processed by CICS (IBM’s Customer

Information Control System) systems today than by the entire Internet. CICS handles

more than 30 billion transactions per day, and is used by 492 of the Fortune 500.

Legacy migration at the speed of light

Fast Path to Data

MIGRATION

ABOUT THE AUTHOR
Andrew Wong is vice

president of 

engineering at

ClientSoft

(www.clientsoft.com),

a leader in delivering

fast and secure 

integrated applications

to legacy systems. He

designs and develops

software solutions 

specific to the 

e-business and 

electronic commerce

industry. Before joining

the company in 1990,

Andy worked for the

MITRE Corporation in

Massachusetts, where

he was a member of

the technical team 

specializing in research

and analysis through

computer simulations.

Andy holds a BS in

electrical engineering

from the Cooper Union

School of Engineering

and an MS in the same

major from Boston

University.

E-MAIL
clientsoft@lewispr.com 

BY ANDREW S. WONG



WebSphereDevelopersJournal.comD E C E M B E R 2 0 0 2 11

IBM
WWW.IBM.COM/WEBSPHERE/EBAYDEV



WebSphereDevelopersJournal.com D E C E M B E R 2 0 0 212

• The presentation or programmatic
interface can be in many forms – a
Java or HTML application, JavaBean,
COM object, or as a Web service. At
runtime, this front-end interface will
communicate with the middle-tier
legacy application server via TCP/IP. 

CHALLENGES OF EMULATION-
BASED LEGACY INTEGRATION
• Performance of the new interface:

The use of terminal emulation is a
limiting factor of application per-
formance and scalability. The data
stream can only handle 1920 char-
acters of data at any one time,
based upon the 80x24 size of a
legacy host screen. This fundamen-
tally limits how much information
can be passed to and from the
legacy application via terminal
emulation.

• Dual maintenance burden: The
geometry of the host screen
requires programmers to engage in
manual row-and-column based
development projects that fail if
the position of the fields on the
underlying host screens is altered.
This forces application developers
to modify the emulation-based
interface any time a change is
made to the underlying legacy
application.

• Middle-tier application server
problems: The middle-tier applica-
tion server transformed emulation-
based legacy integration into an
acceptable technology for enterprise
integration. Unfortunately, it has
generated a few new problems for
developers. The addition of a middle
tier degrades the overall perfor-
mance of a terminal emulation ses-
sion. It also adds another break
point for the application, as
Microsoft and Unix servers have not
achieved the reliability that the
mainframe represents.

Emulation-based legacy integration
tools have proven valuable in applica-
tion integration projects. Enterprises
have used these tools to unlock legacy
applications for integration with
WebSphere Application Server into a
new J2EE application and other pack-
aged applications, such as a Siebel CRM
application or a new portal application. 

The Demand for 
Direct Integration 

These proven emulation-based solu-
tions have created a demand for direct
integration with the mainframe. Direct
integration with host applications pro-
vides a higher-performing integration
solution and increased stability.
Enterprises want to maximize perfor-
mance of their legacy integration solu-
tions and remove the dual maintenance
burden. Many companies are turning to
development and deployment environ-
ments for direct mainframe integration.
Let’s examine how the direct access
approach works in contrast to emula-
tion-based integration: 

DIRECT ACCESS LEGACY
INTEGRATION: HOW IT WORKS
• A Windows-based development

environment interacts directly with
mainframe CICS and IMS
(Information Management System)
applications through one of the fol-
lowing APIs: COMMAREA, FEPI, or
3270 Bridge – rather than through
emulation. The development envi-
ronment is wizard-driven, with a
visual drag-and-drop interface. The
integration tool automatically gen-
erates J2EE components, as well as
Web services, from existing main-
frame transactions.

• The runtime component resides on
the mainframe inside a CICS region.
This allows the integration tool to
interact with transactions using
direct APIs rather than emulation.
There is no middle-tier requirement
– just the mainframe-based runtime
and the component or Web service.
All communication from the compo-
nent or Web service is through
TCP/IP – no SNA or LU 6.2 required.

• The generated components and
Web services can be used as stand-
alones or in an application server
with WebSphere or another J2EE
application server.

BENEFITS TO CONSIDER
• Significant performance improve-

ments over emulation-based inte-
gration solutions.

• Reduced risk of failure: having no
middle-tier Windows or Java-based
server requirement removes a
potential break point.

• Full compatibility with WebSphere
Application Server.

• Enables WebSphere to interact
directly with transactions on the
mainframe without the need for
emulation or extra coding (nonin-
trusive access) and without modify-
ing the business logic or altering
the existing code in any way.
However, developers can add new
logic in Java or HTML to comple-
ment what works on the old sys-
tem. New functionality can be tied
in without changing the back-end
code.

• Nonintrusive to the original legacy
code. 

• Automatic generation of
WebSphere-compliant EJBs.

• Automatic generation of J2EE
components.

• Automatic generation of Web 
services.

• Ease of use: direct integration tools
allow both legacy and object-ori-
ented programmers to work with
back-end legacy transactions and
expose them as components or
Web services with little or no
knowledge of COBOL, Java, or Web
services. 

• The development environment iso-
lates a specific unit of work (busi-
ness transaction) across one or
more applications for faster execu-
tion at runtime.

• Real-time information access via
the Internet, extranet, or intranet.

• The ability to preserve and leverage
investments in legacy systems.

Conclusion
At the most basic level, legacy inte-

gration solutions offer the ability to
expose valuable business transactions
to new applications via components
or Web services. Emulation-based
tools have been the preferred method
to accomplish application integration
with legacy systems to date. The
advent of direct-access legacy integra-
tion solutions presents a dramatic
paradigm shift. IT enterprises now
have a high-performing, architec-
turally pure solution for legacy inte-
gration. Emulation-based and direct
access solutions both play a role in
providing a complete legacy integra-
tion solution.  
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J2EE has arrived, and is gaining strength and popularity
every day. J2EE does an excellent job of solving enter-
prise computing problems. It supports legacy applica-

tions and interfaces, multiple operating systems, distributed
and clustered environments and high-volume mission-criti-
cal applications with support for security and managed
operations. 

Regardless of the type of Web application model being
adopted, there are some issues that need careful consid-
eration during the design and implementation of an e-
business site. These include the reliability, security,
capacity, scalability, and cost of the system and network.
E-business activities and Web services are essentially
real-time processes in which performance and availabili-
ty problems have a high cost. Frustrated users can trans-
late into lost customers and lost revenue. Set perfor-
mance, availability, and security goals very early in a proj-
ect because they are closely related to the design of the
application.

Successful performance management helps you detect
and correct performance problems. In defining your
performance assurance solution, consider the following
tenets:
• If you don’t measure performance, you won’t detect that

you have problems. 
• If you don’t know where to measure performance, you

can’t diagnose problems. 
• If you don’t know how to find the root cause of a prob-

lem, you can’t fix problems. 

Success can hinge on the ability to detect, diagnose,
and resolve application problems quickly. This can be a

particularly challenging proposition if you’re taking
advantage of component-based J2EE applications. 
Due to their increased complexity, these applications
are much more difficult to diagnose than earlier 
application environments. The dynamic nature of
these applications, and the underlying infrastructure,
creates a need for advanced management software 
that automatically discovers transactions and transac-
tion components while adapting to changes without
intervention.

Quality of Service – the J2EE Challenge
Speed, around-the-clock availability, and security are

the most common indicators of the quality of service of
your Web site. E-business sites based on J2EE technology
are complex, with multiple interconnected layers of soft-
ware and hardware components. The nature of e-busi-
ness workload is also complex, due to its transactional
nature, security requirements, and the unpredictable
characteristics of service requests from end users.
Therefore, planning for capacity and the performance
aspects of your application is a vital step in achieving
performance assurance.

In a multitiered distributed application architecture,
application logic is divided into components according
to function. Which tier a J2EE application component
ultimately resides on is contingent on the component’s
function as it relates to the J2EE environment. The J2EE
environment has three main tiers: a client tier, a middle
tier, and an enterprise information systems (EIS) or
back-end tier.

The bulk of the J2EE engine resides on the environ-
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Focusing on end-user transactions
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ment’s middle tier. The middle tier provides client services
through Web containers, which house such J2EE compo-
nents as servlets and JavaServer Pages (JSPs), and busi-
ness-logic services through Enterprise JavaBean (EJB) con-
tainers, which house EJB components or enterprise beans.

Adopters of the J2EE architecture want to know quanti-
tative, credible answers to many questions. These
include:
• How well do my application servers manage scale-up in

client connectivity, server processor count, load balanc-
ing across multiple nodes, size and duration of transient
state, transaction complexity, etc.? 

• How should a system manager determine the size of
systems for the J2EE platform and EJB architecture? 

• Given method calls between beans, how does per-
formance vary as a function of location? E.g., within
the same EJB server/container, across different con-
tainers inside the same EJB server, across different EJB
servers, etc. 

• What is the performance difference between session
and entity beans (assuming that design patterns permit
a choice of either)? 

In addition to the J2EE stack, you also want to under-
stand its relation to the other distributed hardware and
software components such as firewalls, Web servers, appli-
cation servers, and databases.

Business Solution Requirements
Running a successful e-business requires an integrated

performance management solution that spans applica-
tions, systems, services, and the network. Your diagnostic
solution must provide insight into the execution paths of
logical transactions. This requires the ability to map a
transaction by its constituent elements – such as net-
works, systems, Web servers, application servers, and
application components. Also required is the ability to
collect timing on each element and to recognize and call
out unusual events.

• End-user response time: This is the actual time it
takes for a customer to complete an application transac-
tion. Measuring online customer response time and
application availability provides the first step toward
controlling performance risks. By documenting compli-
ance with service-level agreements and quality of service,
businesses can increase customer retention, build cus-
tomer loyalty, and increase upgrade and cross-selling
opportunities.

• Multiple layers of e-business services: The holistic end-
to-end view of your e-business system is provided by
aggregating and correlating the performance and state of
the network, systems, and application elements involved
in delivering a business service. The interaction between
these layers produces the customer’s online performance
experience. Performance data must be collected and ana-
lyzed to establish baseline performance and help IT man-
agement size the environment. Real-time data collection
and analysis allows response to and correction of poten-
tially devastating problems. This improved control trans-
lates into higher performance services that can mean
higher product revenues. 

• Proactive management: Identifying and resolving per-
formance problems before the customer experiences them
is the key to performance management. Proactive per-
formance management allows administrators to identify
performance slowdowns and correct problems before cus-
tomer service disruptions occur. 

• Flexible reporting and collaboration: The testing 
and deployment of J2EE-based systems requires the
involvement of cross-functional teams such as de-
velopers, network engineers, QA engineers, system
administrators, and DBAs. The need to share objective
data and collaborate with different teams helps to frame
system performance in the context of the distributed
environment. Also, you need to share analyzed data in 
a report format with management on a regular basis.
For example, a technical administrator needs detailed
technical data for troubleshooting, an IT manager 
needs trend information for capacity planning, and a
line-of-business manager needs service performance
summary reports for sales analysis. Flexible reporting
makes it easier to share knowledge throughout the
organization so a variety of personnel can make busi-
ness decisions and uncover additional selling opportu-
nities based on service performance.

The Need for a New Type of Tool
Since these Web applications are customer facing, 

managing their performance is critical. However, available
tools for pinpointing and diagnosing performance 
problems in the J2EE environment have been limited. 

In the development environment, Java profilers have
existed for many years. These tools, such as Quest (Sitraka)
JProbe, are excellent for improving code paths or finding
memory leaks in the development environment. 

Once an application is in a test or production environ-
ment where significant load is applied, profilers are no
longer effective. Therefore, many load-related perfor-
mance issues, such as application scalability, poor tuning,
or configuration problems are difficult to diagnose and
resolve. 

Traditional solutions for analyzing Web application 
performance under load have two main challenges:

• Real-Time Monitors Only: Traditional IT management
solutions are designed and built to manage and monitor
real-time server availability. These systems provide rele-
vant metrics on the state of the particular server being
monitored. What they lack is a view into application
response-time problems from an end-user perspective.

• Silo tools: Typical IT organizations have a collection of
tools that are very “device-centric,” such as network moni-
tors, database tools, and even application server monitors.
While these silo tools provide extensive details about each
server, they do not look at the entire end-to-end service
request or business process. Without this holistic view of
an end-to-end transaction, it becomes nearly impossible
to solve performance problems before the end-user expe-
rience is impacted. 

Regardless of the granularity that these tools may
offer, management of these increasingly complex n-tier
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infrastructures is typically applied in a disparate, silo
approach, with multiple departments owning the oper-
ations responsibilities for various layers. This often
results in reactive finger-pointing and departmental
blame when performance issues arise. What is required
is a solution to measure end-to-end transaction
response times with visibility into all layers of the J2EE
stack, including the application servers. But metrics
and data are not enough. The need to correlate this
information in the context of the application and its
infrastructure is the key to isolating and diagnosing the
root cause of the problem in the context of the end-
user experience. Performance tools that provide this
type of information are emerging, such as Quest

PerformaSure and Wily Introscope.
In this article we will illustrate the diagnosis of a typical

WebSphere-based J2EE application from an end-user transac-
tion-centric perspective using PerformaSure. With the ability
to capture transaction metrics and correlate them with met-
rics from system-level, network, database, and WebSphere
application servers, we will be able to efficiently get to and
repair the root causes of our performance problems.

The Power of End-to-End 
Transaction Analysis 

From the customer’s perspective, your Web site is a
black box. Customers don’t know (or care) how many
servers are involved, where they are, what hardware
they employ, or which application server they use. They
care only about how fast your Web page appears.
Monitoring the end-user view tells you whether you
have a publicly visible performance problem. Once you
recognize that you have a performance problem, the
challenge is to isolate the problem and be able to drill
down to resolve it.

Following are two real-world examples of how you can
diagnose J2EE performance problems by taking a transac-
tion-centric view of the system. 

IMPROVING A SLOW TRANSACTION
In this particular example we examine the Sun PetStore

reference application under a load test with the configura-
tion shown in Figure 1.

Detection
First, identify slow transactions. Our first objective is to

see how the system behaved over the length of the test
run. By looking at the load driver response-time metrics,
as well a set of indicating metrics, we get an idea of how
our application performs.

As you can see in Figure 2, response time for the appli-
cation is extremely slow throughout the entire run and
gets progressively worse. In order to begin improving per-
formance, the next step requires finding what components
within the system are slow.

Diagnosis
Next, identify in which tier the problem transaction is

spending its time. Once a problematic transaction has been
located, we can identify which server(s) are responsible for
the unacceptable response times. By breaking request
response times down into their constituent server response
times, a single performance team member can immediately
identify which server to target to further their investigation
into the root cause of the problem. For example, perhaps the
customer login request is slow. But is it the Web server or one
of the application servers? Or is it the database server?

In Figure 3, we see that the commitorder request is the
most expensive transaction with respect to time. In fact,
we can easily see how much time this request is taking in
each tier, in this case 54.2% of its time is spent in JDBC
calls. This warrants further investigation in order to
improve this number.

Root Cause
Next, break the transaction into its logical Java compo-

nents. By focusing on the problem transaction, we can
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FIG. 1: LOAD TEST CONFIGURATION

FIG. 2: EXAMPLE OF POOR RESPONSE TIME

Cape Group
Contribution to Average Time:   45.8%
Invocations:                                               7
Exceptional Exits:                                    0

GET http://[Cape Group]/estore/ 
control/commitorder
Average Time:                 
Maximum Time:                                                 
Total Time:
Number of Requests:
Exceptional Exits:                        

0.626s
0.871s
4.386s
         7

         0

Cape Group
(JDBC)
Contribution to Average Time:                 
Invocations:                                                 
Exceptional Exits:                        

54.2%

  4284

        0

FIG. 3: EXAMPLE OF A TRANSACTION BREAKDOWN
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ponents that make up the request. A powerful visual map
of the transaction’s round-trip execution with timing infor-
mation and a critical performance path aids in this process.
Color-coded highlighting helps us narrow down the search
to an offending component. 

Even without any prior application knowledge, you
can easily identify suspect components, right down to
the method level, for further investigation by the appro-
priate functional expert. Which components and meth-
ods are slowest for the application’s business-critical
requests? Which methods or components are being
called excessively? Are the EJBs interacting efficiently
with the database, and using properly tuned SQL
queries?

With the ability to view the component taking the
greatest amount of time in the call graph, we can
quickly focus our attention on that particular compo-
nent. In this example, we know that the commitorder
request was spending just over 54% of its time in a
JDBC call. Figure 4 shows how we can use a transaction
map to zoom in and narrow down to the specific area
of code, in this case a JDBC query that’s taking up this
time.

By taking a closer look at the “hot” components, we see
that both the parent getItem() and the JDBC executeQuery()
call counts are low (7), but the ResultSet.getString() call
count is high (672). ResultSet is called approximately 96
times per call to getItem().This is suspiciously high and
results in the lengthy response time for this transaction. Now
that we are able to isolate a single class as the root cause, a
possible corrective measure would be to examine the
method under question and optimize the SQL statement.

In this simplified example of focusing on the end-user
transaction for performance root-cause analysis, we can
see the benefits of tracing the request through a distrib-
uted J2EE system and provide some visibility into what
once was a black box to engineers.

ANALYZING INTERMITTENT 
PERFORMANCE PROBLEMS 

Another common pattern is performance problems that
occur partway into a test run, or after a server has been
running in production for some period of time. Such prob-
lems are less likely to be solved by simple code-path
improvements. A more likely cause is resource exhaustion
somewhere in the system. 

In addition to simply isolating application response
times, this type of problem often requires correlating met-
ric data from the application server or other server com-
ponents. Let’s look at an example, again using PetStore, of
solving a performance problem that does not appear until
later in a test run. 

Identifying Problematic Time Periods 
for Key Metrics

Again, our first objective is to try to get a picture of how
the system behaved over the length of the test run. By
observing the critical thresholds, we can quickly isolate the
point at which the response time for our transactions
started to increase.

Correlating other Metrics
By viewing individual metrics in relation to time and to

each other, we can start to isolate the root cause of our
problem. As shown in Figure 5, we observe that about one-

Method:
com.sun.j2ee.blueprints.shoppingcart.catalog.dao. 
CatalogDAOImpl.getItem(String, Locale)

PetstoreCluster

Cumulative Time (s)

Exclusive Time (s)

Parameter Bytes Serialized

Return Bytes Serialized

Call Count

Exceptional Exits

      Total                  Avg.                    Max.
0.457               0.065                0.093          

0.118               0.016

0                      0                        0 

0                      0                        0 

7

0

JDBC:
jdbc:oracle:thin:@lab-nt5-01:1521:test
java.sql.ResultSet.getString(int):
select itemid, listprice, unitcost, attr1, attr2, a.productid, name, 
descn from item a, product b where a.itemid = [?] order by name

PetstoreCluster

Cumulative Time (s)

Exclusive Time (s)

Parameter Bytes Serialized

Return Bytes Serialized

Call Count

Exceptional Exits

        Total                  Avg.             Max.
0.148               0.000           0.016

0.148               0.000

 0                       0                 0

 0                       0                 0

672

0

...2ee.blueprints.shoppingcart.catalog.dao.CatalogDAOImpl

Item getItem(String, Locale)

jdbc:oracle:thin:@lab-nt5-01:1521:test
...stprice, unitcost, attr1, attr2, a.productid, name, descn from itema, product b where a.itemid = [?] order by name

java.sql.ResultSet.getString(int)

java.sql.ResultSet.next()

java.sql.Statement.executeQuery(String)

java.sql.ResultSet.getDouble(int)

java.sql.Statement.close()

java.sql.ResultSet.close()

com.sun.j2ee.blueprints.shoppingcart.catalog.model.item

com.sun.j2ee.blueprints.util.tracer.Debug

com.sun.j2ee.blueprints.shoppingcart.util.DatabaseNames

WebLogic Pooled DataSource

jdbc:oracle:thin:@lab-nt5-01:1521:test

FIG. 4: ISOLATION OF A HOT SPOT
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quarter of the way through our session the response time
starts to increase, as does disk-write activity on our
WebSphere server. During normal operation, WebSphere
Application Server should not be writing to disk because it
is time consuming and it should not be necessary. This
warrants further investigation.

We can see that the response time of transactions sud-
denly increases, which would indicate that perhaps this is
not an algorithmic problem but one of resource con-
tention. There is correlation with the disk-write activity
that exceeded our thresholds, so there is something of a
cause-and-effect relationship. Looking a bit more closely
at passivation in WAS, we see an immediate increase in
passivates at the same time we’re running into response-
time increases  – which explains the increase in disk-write
activity. To help confirm the impact on WAS, we see the
throughput of the passivation request increase 100 times
within the same time slice.

Remember, stateful session EJBs are maintained (in a
cache or on disk) by WebSphere. Passivation is the
process by which WebSphere Application Server removes
an EJB from the cache while preserving the EJB’s state on
disk. Once the cache size is reached, WAS has to passi-
vate EJBs to disk. Excessive EJB passivation can signifi-
cantly slow down an otherwise well-performing system.

Now that we have isolated the problem to excessive EJB
passivation, we should examine the application to ensure
that the best practice of removing stateful sessions beans
is being followed. We might also find it necessary to
increase the cache size.

Summary
In this article, we discussed the importance of estab-

lishing and monitoring performance goals. In order to
meet your performance objectives, you need to be able
to detect, diagnose, and resolve performance prob-
lems. Focusing on end-user transactions helped us put
various key system and application metrics into the
context of the user’s experience with the application to
help analyze and solve some WebSphere performance
problems.  
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FIG. 5: CORRELATING METRICS
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In order for a complete Web service to deliver the prom-
ised functionality, both the client and the service must
satisfy a number of requirements. Interfaces must be cor-

rectly described in a WSDL document. Messages must con-
form to both the transport protocol specification (such as
HTTP 1.1) and the message protocol (such as SOAP 1.1).
Messages must also conform to the contract specified in the
WSDL describing the service, both in terms of the message
content and the binding to the transport layer. Add to the mix
security provisions, interoperability issues, UDDI registration
requirements, and performance requirements under load,
and it is easy to see why Web service testing is not a trivial
matter. 

This article explains general best practices that developers
of  Web service servers and/or clients can apply to ensure
service functionality, interoperability, and security. For devel-
opers of  Web services (producers), it explains potential prob-
lems and describes techniques for exposing those problems.
For developers of Web service clients (consumers), it describes
techniques for verifying that the client correctly connects to
the server, sends a correct message, and gracefully handles
fault conditions. In addition, it discusses interoperability,

security, and UDDI registry issues that affect both Web service
producers and consumers. The bulk of the discussion
assumes the use of WSDL for describing the service, HTTP for
the transport layer, and SOAP for the messaging layer. 

Server Testing
There are three main categories of Web service testing: 

• Functional testing: Verifies that the service functions
correctly

• Regression testing: Detects whether a regression is
introduced 

• Load testing: Verifies whether the service meets per-
formance and functional requirements under load 

We explore each type of testing in the sections that follow.

FUNCTIONAL TESTING
Functional testing is typically the first step in testing a Web

service server. (If the server does not work correctly, its per-
formance, security, interoperability, etc., are essentially irrele-
vant.) The goal of this testing is fairly straightforward: to
ensure that the server delivers appropriate responses for the
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given requests. However, due to the complexity of Web servic-
es, this task is far from simple. With most Web services, it is
impossible to anticipate exactly what types of requests clients
will send. Enumerating all possible requests is not feasible
because the space of possible inputs is either unbounded or
intractably large. As a result, it is important to verify whether
the server can handle a wide range of request types and
parameters.

There are two main steps to each functional test:
1. A test client sends a request to the server over an HTTP 

connection. This involves determining what types and
ranges of requests need to be tested to determine whether
the server will react appropriately to the wide variety of 
requests it might receive. Once you have determined what
requests to send, tools such as those available in WebSphere
Studio Application Developer (WSAD) can facilitate the cre-
ation and execution of test clients.

2. The response is analyzed for correctness (either by
inspection or by running the response through a tool or
script that verifies conformance to a specification). This
analysis can be as simple as performing a text compari-
son with the expected response or as complex as
extracting specific information from an XML document
and performing application-specific checks.The sim-
plest possible functional test involves sending a request
and checking whether the server returns a response or
an error message. For example, assume we have a sam-
ple employee Web service that allows queries by last
name and returns the results in the form of an XML doc-
ument. The most basic functional test would involve
sending a valid input parameter (a last name entered
into the system) and checking whether a response or an
error message was returned. 

Although these types of simple tests provide an ade-
quate way to begin testing, they cannot verify the service’s
more complex functionality requirements. Fully testing
even this simple service’s functionality requires checking
for all of the following notions of failure.
1. The attempt to open a socket to the URL of the Web

service fails. This indicates a network problem or an
incorrect URL or IP address.

2. The Web service returns a fault, such as

<Fault SOAP-ENV:Server: service 
'urn:EmployeeQuery' unknown>

This indicates an error caused by the server or by the 
client, depending on the type of fault.

3. The Web service responds and does not return a fault,
but the responding message is not readable by the client
because of an interoperability issue. For example, either
the server or the client (or both) might not resolve XML
namespaces in accordance with the standard.

4. A response is received, but not in the expected format. For
example, the response is in an incorrect XML format or
some other arbitrary text format. This type of error can be
detected by validating XML with respect to an XML Schema.

5. A response is received in the format expected, but the
data contained is incorrect (for example, when we
request records for Fett but receive records for Kenobi).

The symptoms of the first three problems are independ-

ent of any particular Web service because they fail at the
levels of the HTTP and SOAP protocols, which are consis-
tent across Web services. The fourth and fifth problems can
also arise in any Web service, but their details, and there-
fore their detection, are necessarily application specific. For
example, a different Web service might accept a ticker sym-
bol and return a stock quote. In this scenario, an expected
response (SOAP envelope omitted for clarity) might be

16.87

or perhaps

<Quote symbol="AMZN" value="16.87"/>

This is an example of receiving a response in an unexpect-
ed format. The details of checking for this type of error
depend on the specific service because different services
can have different response types.

Each of the potential failure types exhibits different
symptoms when encountered in the test client. The first
three problems typically result in exceptions; ideally, the
client will catch these exceptions, record them as test fail-
ures, and continue testing. The format can be verified by
parsing the response with a validating XML parser, or in any
other way that your testing infrastructure allows. Detecting
incorrect results in the correct format is the most applica-
tion-specific test. It generally requires using tools that allow
you to make sophisticated assertions about the service’s
responses, or writing code that parses the XML and tests for
constraints. In the case of the incorrect last name from the
employee service, the test needs to verify that the lastName
attribute of each Employee element matches the last name
specified for that particular query. The best way to imple-
ment this verification depends on your test client and your
verification capabilities. Although WSAD does not currently
provide this level of verification, its functionality can be
extended with third-party tools such as Parasoft SOAPtest.
Another approach is to write an XSL file that outputs an
error message when applied to nonconforming outputs.

While you are performing functional testing, remember
that a Web service has multiple layers and that errors can be
introduced at each layer. There are transport-level errors,
such as an incorrect content length specified in an HTTP
header, message-level errors, such as an invalid SOAP enve-
lope, and application-level errors, such as a getStockPrice
operation returning the price for the wrong ticker symbol.
Keeping the layers in mind is helpful for generating ade-
quate test coverage, as well as for debugging failures. 

Also, be aware that the WSDL can be another source of
errors. If the WSDL permits a wider class of inputs than the
application, it is increasingly vulnerable to erroneous input
at the application level. Ideally, a service’s robustness would
be tested by using the type definitions from the WSDL to
generate all possible inputs and send each combination to
the server. In practice, this is not feasible because the input
space is usually much too large. A more pragmatic goal is
to cover a representative portion of the input space.

After you confirm that the server handles expected
requests correctly, perform fault checking to see how it
handles unexpected input. The system will inevitably be
faced with unexpected requests either as a result of mis-
takes (such as a bad WSDL) or from attempts to breach
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service security. (Hackers sometimes trick applications
into behaving unexpectedly by sending invalid inputs.)
Performing this fault checking involves sending the ser-
vice requests with illegal and/or unexpected parameters,
then verifying the response with assertions, custom code,
or other tool-specific verification methods. The expected
service behavior in these situations can depend on the
stage of development as well as whether the Web service
is intended for public versus internal use. For an internal
service, it might make sense for the service to display its
stack trace when a runtime error occurs, because the
stack trace offers very valuable information for debug-
ging. For a publicly exposed Web service, displaying the
stack trace is arguably undesirable because it provides
additional information about your implementation
details (details that you would prefer hackers not know).

WSAD offers considerable flexibility for producing Web
service clients. A standard client (shown in Figure 1) can
be generated concurrently when Web services are generat-
ed and deployed. 

If needed, this standard client can be customized
graphically or programmatically in the built-in JSP editor
(shown in Figure 2). The combination of these client-gen-
eration and customization options provides the opportu-
nity to perform a broad range functionality testing.

REGRESSION TESTING
After you have verified the server’s functionality, rerun

the functional test suite on a regular basis to ensure that

modifications do not cause unexpected changes or failures.
A common technique is to send various requests, manually
confirm the responses, and then save them as a regression
control. These regression tests can be incorporated into a
regular automated build process. When regression tests are
run frequently, regressions are easy to fix because they can
be directly attributed to the few changes made since the
last time the test was run. WSAD does not currently provide
an explicit regression testing feature, but this capability can
be added by extending WSAD with additional tools.

LOAD TESTING
The next step in the server testing process is load test-

ing. The goal of load testing is to verify the performance
and functionality of the service under heavy load.

The best way to start load testing is to have multiple test
clients run the complete functional test, including request sub-
missions and response verifications. When load testing ignores
the functionality verification process and focuses solely on
load-rate metrics, it risks overlooking critical flaws (such as
functionality problems that surface only under certain loads).

To thoroughly test the service’s performance, run the
functional test suite under a variety of different scenarios
to check how the server handles different types of loads.
For example, the test could check functionality and
response time under different degrees of load increases
(sudden surges versus gradual ramp-ups) or different com-
binations of valid and invalid requests. If the load tests
reveal unacceptable performance or functionality under
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FIG. 1: EXERCISING THE SERVICE WITH AN AUTOMATICALLY GENERATED TEST CLIENT
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load, the next step is to diagnose and repair the source of
the bottleneck. Sometimes, the problem is caused by a fun-
damental algorithmic problem in the application, and the
repair could require something as painful as an application
redesign and rewrite. Other times, it is caused by some part
of the infrastructure (the Web server, the SOAP library, the
database, and so forth). In these cases, fixing the problem
might be as simple as changing a configuration or as com-
plex as changing the architecture. Because fixing perfor-
mance problems sometimes demands significant applica-
tion or system changes, it is best to start load testing as
soon as possible. By starting early, you can diagnose and fix
any fundamental problems before it is too late to do so
without a major rewriting or rebuilding nightmare.

WSAD does not currently provide load testing function-
ality. It allows you to generate a large load by writing cus-
tom client code that uses a loop, but this is not the pre-
ferred approach. Load testers provide more control over
how the load is generated because they allow you to con-
trol parameters such as test duration and load size.

Client Testing
SOAP client developers are responsible for ensuring that

the client sends requests properly. If a client sends invalid
or improperly formed requests, the server usually cannot
deliver the expected results. The process of testing clients is
a little different from testing services because clients are
the initiators of Web service interactions. This means that
from a testing standpoint, there are two main things to ver-
ify: whether the client can correctly initiate an interaction

by sending a request, and whether the client behaves cor-
rectly when it receives a response. Note that the second
part requires inspection of the client application; it cannot
generally be determined by merely observing wire traffic.

The best way to test a particular client depends on the
nature of the application. If the client accesses a server that
can accept “test” requests with no harmful side effects, it can
directly access the live server during testing. If the server is
not yet available or should not be sent test inputs, the client
can access an emulated server or server stubs during testing. 

No matter what type of server a client accesses, the same
general principle applies: the client sends a request, the serv-
er responds, then client success or failure is determined by
recording and verifying the request and/or by verifying the
server response. (The same techniques and tools used to ver-
ify server functionality can be used for this purpose.) Of
course, server bugs could mislead you: if the server is not
operating correctly, correct client requests might result in
incorrect responses, and incorrect requests might result in
apparently correct responses. You can ensure that server
functionality problems are not confusing your results by (1)
verifying the request as well as the response, and (2) testing
the simplest possible server implementations (server stubs)
instead of – or in addition to – testing actual, complex servers. 

After you verify that the client sends acceptable
requests and can receive responses, shift to testing excep-
tional cases. For example, test that the client behaves
properly when the server goes offline by sending the
response to an invalid URL. Or use server stubs to simulate
the server sending the client invalid data. 
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FIG. 2: USING JAVA TO CUSTOMIZE THE TEST CLIENT’S ACTIONS
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Although WSAD does not currently offer a direct client
testing feature, it is possible to test a particular client by
writing a test service that performs the desired analysis on
the client request.

Other Testing Considerations
Functional testing and load testing are the most fundamen-

tal types of testing for Web services. Depending on the type of
service being tested and its requirements, it might be neces-
sary to address additional issues during the testing process.
Some issues that might further complicate many developers’
testing are interoperability, security, and UDDI registry use.

INTEROPERABILITY
A driving force behind Web services is the promise of

seamless interoperability for disparate programming lan-
guages, operating systems, and various runtime environ-
ments. Unfortunately, the mere adoption of technologies
that promote this idea (XML, SOAP, WSDL, UDDI) does not
make the promise a reality. 

Ideally, interoperability would be verified by checking
that a service adheres to a comprehensive, universally
implemented set of standards. However, the existing W3C
recommendations are still evolving. Furthermore, the tech-
nologies are flexible enough to provide implementers with a
myriad of options (document versus RPC-style, SOAP
encoding versus literal encoding, different array representa-
tions, different versions of HTTP, SOAP, WSDL, UDDI, etc.).
Flexibility is generally beneficial, but if everyone chooses a
different way to do things, it does not serve the goal of inter-
operability. As options proliferate, it becomes increasingly
unlikely that any given vendor solution will completely con-
form to all aspects or options allowed by the standard.

Given the reality that not all of the standards today are
fully developed or consistently implemented, one of the
most pragmatic approaches to interoperability is the one
taken by the Web Services Interoperability Organization
(WS-I). WS-I, though not itself a standards body, intends to
serve as a standards integrator by developing a core collec-
tion of profiles that are a subset of the various Web service
technologies. By restricting development to technologies
specified in WS-I profiles, developers can increase the odds
that their systems will interoperate with other systems.
Development tool companies are already working with the
WS-I to develop tools that automatically check compliance
with these profiles and, in the event of noncompliance,
pinpoint exactly what needs to be changed to ensure com-
pliance. Expect to see tools that check compliance with
these profiles soon after the profiles are officially released. 

SECURITY
Web services security is not a single problem, but

rather a host of interrelated issues. For any given applica-
tion, some of the issues will be critical, while others may
be of lower priority or even irrelevant. Some facets of secu-
rity worth considering when deploying Web services are: 
• Privacy: For many services it is important that messages

are not visible to anyone except the two parties involved.
This means traffic will need to be encrypted so that
machines in the middle cannot read the messages. 

• Message Integrity: Provides assurance that the message
received has not been tampered with during transit. 

• Authentication: Provides assurance that the message

actually originated at the source from which it claims to
have originated. You may need to not only authenticate
a message, but also prove the message origin to others. 

• Authorization: Clients should only be allowed to access
services they are authorized to access. Authorization
requires authentication because without authentication,
hostile parties can masquerade as users with the desired
access. 

Security impacts testing requirements in two important
ways. First, any security requirements for a Web service
naturally translate into testing requirements. If a service
requires a certain level of privacy, or if it requires that mes-
sages be authenticated in a certain way, then specific tests
are needed to ensure that these security requirements are
met. The second way that security impacts testing is sub-
tler. To some extent, security schemes will complicate the
process of testing and debugging the basic functionality.
For example, nonintrusive monitors can often aid in func-
tional testing as well as load testing. Encrypted traffic pres-
ents an obvious complication to this approach to testing.

UDDI
Thus far, we have not addressed how publishing and dis-

covering services fits into testing. UDDI is not yet as mature
a technology as some of the others discussed in this article,
but it is evolving and gaining acceptance. Services registered
in a UDDI registry that are discovered and bound dynami-
cally have all the testing requirements that we have already
discussed, plus the find and bind features require additional
testing. It is helpful to consider UDDI testing in two pieces:
the registry implementation and the entries within the reg-
istry. Most users will not be implementing their own UDDI
registry, so the primary focus will be on testing the content
of the registry. The most reliable way to test the content is to
write test clients that perform inquiries on the registry, and
then use the registry data to actually invoke the service.
Functional testing of services can then be extended to
include dynamic binding to endpoints specified in a UDDI
registry. This ties together the functional testing of the regis-
tration with the service implementation. The current version
of WSAD provides full UDDI support, which allows both
querying and registration.

Conclusion
By integrating the discussed testing practices into the

Web service development process, you can ensure that a
Web service server works well with the possible types and
volumes of client requests, and that a Web service client
correctly accesses and retrieves whatever data a service has
to offer. You can start implementing the discussed practices
at any point in the development process, but if you start
testing early, you will maximize your ability to prevent
errors as well as detect errors. Typically, the earlier you
detect a problem, the easier it is to fix it, and the less chance
you and your team members have to inadvertently worsen
the problem by building code or components that interact
with the problematic element, or by reusing the problemat-
ic element for other servers or clients. If you start your test-
ing as early as possible, then continue using the related tests
as a regression test suite throughout development, you will
not only ensure the client’s or server’s continued reliability,
but also streamline the development process.  
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One of the exciting new features of the WebSphere
Application Server (WAS) 5.0 release is support for
J2EE 1.3. With this release of the J2EE specification

comes EJB 2.0, which contains a number of features that
effectively make both session and entity beans far more
flexible and scalable components of an application’s archi-
tecture.

Major advancements in container-managed persistence
(CMP), along with new capabilities such as local inter-
faces, combine to provide far greater consistency and effi-
ciency for EJBs than was ever possible with earlier versions
of the specification. Another important capability intro-
duced in EJB 2.0 is the ability to specify and implement
relationships between entity EJBs. These container-man-
aged relationships (CMR) allow developers to declare rela-
tionships of various cardinality between entity beans,
while deferring the actual implementation and enforce-
ment of these relationships to the underlying container.
Collectively, all of these EJB 2.0 features make it possible to
implement complex associations between fine-grained
entity beans – a capability that has been desired since the
introduction of entity beans to the EJB specification. 

This article will take a look at CMR, along with the CMP
advancements and new local interface features that make
up the EJB 2.0 specification and that will be supported by
WAS 5.0.

EJB 2.0 & WAS 5.0:
Solid Underpinnings for CMR

Before delving into CMR, it is important to first address
the other features of EJB 2.0 upon which CMR depends.
The first feature is the advanced CMP model introduced
with EJB 2.0. In this new version of the specification, the
persistent state of an entity bean can no longer be explic-
itly defined in the entity bean class as attributes. Instead,
developers must provide abstract accessor (“getter”) and
mutator (“setter”) method declarations within an

abstract bean implementation class. Upon compilation
and subsequent deployment, the J2EE container will sup-
ply the appropriate implementations for these abstract
methods, including the automatic storage and retrieval of
bean attribute values to and from the underlying persis-
tent store. The elimination of explicit bean state attrib-
utes means that such attributes can no longer be explicit-
ly addressed in code. Instead, they can only be addressed
via their respective getter and setter methods. An exam-
ple of this change is illustrated in Listings 1 and 2, in
which an extract of a Loan entity bean is shown under
the EJB 1.1 (pre-WAS 5.0) and EJB 2.0 (WAS 5.0+) para-
digms, respectively. 

As a comparison of the listings shows, it will be neces-
sary for applications employing EJB 1.1 entity beans to be
refactored upon migration to WAS 5.0. These changes pro-
mote bean encapsulation and consistency of access, which
were somewhat compromised under previous versions of
the EJB specification. In addition, it will be shown that the
consistent use of getter and setter methods to access bean
attribute state under CMP will be extended to get- and set-
related bean instances under CMR. 

WAS 5.0 extends the power of EJB 2.0 CMP with its sup-
port for advanced data sources. Under EJB 2.0 it is possible
to use CMP to map a bean’s state to a nonrelational data
source, such as an object-oriented or hierarchical legacy
database. Most EJB 2.0–compliant application servers
overlook this subtle point, relying solely on JDBC data
sources. Instead, WAS 5.0 employs Java Connector
Architecture (JCA)–based resource adapters to manage the
physical connections beneath its data sources. In fact, WAS
5.0 developers who wish to use CMP with traditional rela-
tional databases must use a new JCA-based Relational
Resource Adapter. This architecture makes it much simpler
to provide access to nonrelational data sources. This con-
cept is especially compelling when one considers the pos-
sibility of supporting CMR relationships between CMP
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beans spanning vastly different kinds of data stores, as
illustrated in Figure 1. 

Another EJB 2.0 feature that will be supported by WAS 5.0
– and that is crucial to CMR support – is the local interface.
Local interfaces were, in part, created to address the net-
working overhead associated with using traditional remote
interfaces. Local interfaces are essentially pure Java inter-
faces that do not extend java.rmi.Remote. As such, they
incur none of the networking or serialization overhead of
their remote counterparts. The introduction of local inter-
faces means that it is now possible, and entirely appropri-
ate, to design EJB applications using fine-grained entity
beans. CMR relies upon local interfaces to establish and
maintain relationships between entities. In fact, any bean
that does not provide a local interface can only participate
on the source side of a CMR relationship. CMR’s reliance on
local interfaces makes the implementation and enforce-
ment of interrelated entities extremely efficient. Hence,
with EJB 2.0 and WAS 5.0 it is entirely appropriate to desig-
nate robust 1-to-1 (1:1), 1-to-many (1:m), or many-to-many
(m:n) relationships between fine-grained entities. Such
designs were expressly forbidden in earlier incarnations of
the EJB specification due to the enormous performance
implications resulting from networking overhead. Entire
design patterns, such as the J2EE Composite Entity, were
created to deal with this overhead by creating coarser-
grained entities. Under WAS 5.0, such patterns should, for
the most part, no longer be necessary. In fact, unless
absolutely necessary, such patterns should be removed
from J2EE applications when migrating to WAS 5.0.

Exploring CMR
Implementing CMR under WAS 5.0 requires a combina-

tion of support structures defined at the bean, database,
and deployment descriptor levels. At the bean level, CMR
support requires extending the familiar CMP concept of
providing abstract methods for attribute access to meth-
ods that provide container access to the relationships
between entity beans. In CMR, such relationships can be
classified by cardinality and navigability. For simplicity,
let’s assume the existence of two entity bean classes, A and
B. CMR can support 1:1, 1:m, or m:n relationships between
instances of A and B. At the bean level, abstract relation-
ship methods must be defined to allow the container to
enforce and manage the relationship.

To explore CMR in more concrete terms, let’s discuss its
use in a simplified financial application involving loans,
borrowers, and addresses. To further simplify our example,
we will assume that these entities support only local inter-
faces. In our application, a given borrower can have one
address and potentially multiple loans. Hence, the rela-
tionships are 1:1 for Borrower_Address and 1:m for
Borrower_Loan. At the bean level, the Borrower_Address
relationship would require that abstract methods be
defined in the source bean (borrower) implementation
class to allow the container to manage (i.e., get/set) the
target address instance automatically. 

Listing 3 illustrates the method declarations that would
be required in the borrower interface and implementation
classes to support the aforementioned relationship.

Borrower also has a 1:m relationship with Loan, so the
Borrower local interface and implementation class must
provide abstract methods to support this relationship in

addition to the 1:1 relationship with Address. Assuming
the relationship is navigable from Borrower to Loan,
Listing 4 illustrates the methods required on Borrower to
support its 1:m relationship with Loan. The key difference
between these methods (besides the target bean class
used) – and the methods supporting the 1:1 relationship
between Borrower and Address – is the use of
java.util.Collection as the parameter and return types for
the 1:m relationship in lieu of the target bean class. A sub-
class of java.util.Collection, such as java.util.Set, could
have been used as well.

At the bean level, many-to-many relationships are not
appreciably different from one-to-many relationships.
However, the differences are more interesting at the data-
base level.

The underlying database is responsible for the long-
term durability and persistence of container-managed
relationships. CMR would be useless without a permanent
account of how various bean instances are related. CMR
relationships are persisted in the underlying database
using the combination of primary and foreign keys repre-
senting the entity beans that are interrelated. Specifically,
for 1:1 and 1:m relationships, the target (or many-sided)
bean database record must contain a foreign key (FK) that
references the source (or one-sided) bean instance. For
example, to support the Borrower_Address 1:1 mapping
discussed earlier, the underlying table for Address, say
Address_TBL, must contain a column(s) that references
the primary key (PK) of the specific Borrower instance to
which the Address belongs. So, if borrowers are uniquely
identified by social security number and addresses are
uniquely identified by a “one-up” object identifier or OID,
then each Address_TBL record must contain a foreign key
to the social security number PK identifying the source
borrower. Similarly, each Loan_TBL record representing a
Loan bean instance must contain a foreign key to the own-
ing or source borrower. These table relationships are
depicted graphically in Figure 2. 

Many-to-many relationships are particularly interesting
at the database level. For m:n relationships, a junction
table containing foreign key columns to the primary keys of
the relationship participants must be introduced. Suppose,
for example, that we adjust our example to support m:n
relationships between borrowers and addresses. In this
case, the table mappings shown in Figure 3 would be need-
ed in order to support the relationship.
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The last major step required to exploit CMR under WAS
5.0 is to make deployment descriptor–level declarations of
the relationships. These descriptor definitions can either be
created using the EJB Relations capabilities of the WAS
Application Assembly Tool (AAT), or manually. Either way,
the relationship definitions will ultimately exist within the
EJB JAR’s ejb-jar.xml descriptor file. A relationships XML
stanza must be added after the enterprise beans XML stanza
within ejb-jar.xml. Within the relationships stanza are one or
more ejb-relation stanzas that define the specific semantics
of a particular container-managed relationship between two
beans. Each ejb-relation contains a name, along with the
roles each bean plays within the relationship. The cardinality
of the beans participating in the relationship is defined with-
in these role definitions. Listing 5 provides an illustration of

the CMR descriptor definitions required to model the
Borrower_Loan 1:m CMR relationship.

Each major stanza can be optionally identified with an
ID attribute, as shown in the listing. For the Borrower_
Loan relationship, there are two roles – one for the borrow-
er and one for the loan. The borrower is an owner of loans,
and there is one borrower for many loans in the relation-
ship. Hence, the borrower’s multiplicity is specified as
“one”, and its bean is explicitly referenced within the ejb-
name element of the relationship-role-source stanza. The
subsequent cmr-field stanza declares the Borrower bean
attribute that will be used to contain the loans associated
with that borrower. In the spirit of CMP 2.0, the container
will use the setLoans and getLoans accessor methods to
manipulate this relationship, instead of explicitly access-
ing a declared attribute. The second relationship role cov-
ers loan relationships with borrowers. As such, its multi-
plicity is “many”, and its “borrower” bean attribute will
ultimately refer back to the owning borrower.

The CMR stanzas accommodate 1:1, 1:m, and m:n map-
pings between entity beans. Hence, there is considerable
flexibility offered to cover the most demanding persistence
relationships.

Conclusion
WAS 5.0’s support for EJB 2.0 and CMR will provide signifi-

cant advantages to system architects and designers. Much of
this functionality was previously deferred to bean-managed
persistence (BMP) entities, external object-to-relational
mapping products (like Oracle’s TopLink), or simply not tack-
led for fear of the overwhelming complexity of implementing
the solutions in code. With WAS 5.0, the power of declarative
relationship management will allow architects to create sim-
pler, yet more sophisticated and robust J2EE solutions.
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LISTING 1: LOANBEAN.JAVA
public class LoanBean implements EntityBean

{

…

private String loanNumber;

private String institution;

private BigDecimal balance;

…

public String someMethod()

{

String identification = 

this.loanNumber + …;

}

…

}

LISTING 2: LOANBEAN.JAVA REFACTORED
public abstract class LoanBean implements EntityBean

{

…

private String loanNumber;

private String institution;

private BigDecimal balance;

…

/* abstract getter/setter for each CMP field */

abstract public String getLoanNumber();

abstract public void setLoanNumber();

…

public String someMethod()

{

String identification = 

getLoanNumber() + …;

}

…

}

LISTING 3: BORROWER AND ADDRESS ARTIFACTS 
Supporting 1:1 Relationship

Borrower.java

import javax.ejb.EJBLocalObject;

public interface Borrower extends EJBLocalObject 

{

…

public Address getAddress();

}

BorrowerBean.java

abstract public class BorrowerBean implements EntityBean 

{
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…

/** container managed relationship with address */

abstract public Address getAddress();

abstract public void setAddress(Address address);

…

}

Address.java

public interface Address extends EJBLocalObject 

{

…

public Borrower getBorrower();

}

AddressBean.java

abstract public class AddressBean implements EntityBean 

{

…

/** container managed relationship back to Borrower */

abstract public Borrower get Borrower ();

abstract public void set Borrower (Borrower val);

}

LISTING 4: ABSTRACT BORROWER METHODS USE
COLLECTIONS TO SUPPORT 1:M RELATIONSHIP
WITH LOANS
BorrowerBean.java

abstract public class BorrowerBean implements EntityBean 

{

…

/** container managed relationship with loan  */

abstract public Collection getLoans();

abstract public void setLoans(Collection loans);

…

}

LISTING 5: CMR DESCRIPTOR DEFINITIONS
<relationships id="Relationships_1">

<ejb-relation id="EJBRelation_1">

<ejb-relation-name>BorrowerToLoan</ejb-relation-

name>

<ejb-relationship-role 

id="EJBRelationshipRole_1">

<ejb-relationship-role-  

name>OwnerOfLoans</ejb-relationship-rolename>

<multiplicity>One</multiplicity>

<relationship-role-source id="RoleSource_1">

<ejb-name>Borrower</ejb-name>

</relationship-role-source>

<cmr-field id="CMRField_1">

<cmr-field-name>loans</cmr-field-name>

<cmr-fieldtype>java.util.Collection</cmr-

field-type> 

</cmr-field>
</ejb-relationship-role>

<ejb-relationship-role id="EJBRelation

shipRole_2">

<ejb-relationship-role-name>OwnedLoan</ejb- 

relationship-role-name>

<multiplicity>Many</multiplicity>

<relationship-role-source id="RoleSource_2">

<ejb-name>Loan</ejb-name>

</relationship-role-source>

<cmr-field id="CMRField_1">

<cmr-field-name>borrower</cmr-field-name>

</cmr-field>

</ejb-relationship-role>

</ejb-relation>

</relationships>
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A
pplication servers have transformed traditional
commercial Web sites from simple publishing
models to sophisticated environments and appli-

cations that are central to an organization’s growth and
operations. WebSphere must be understood in the context
of an extended WebSphere environment.

Let’s take a look at a typical WebSphere implementation.
WebSphere environments include Web servers (WebSphere
ships with IBM HTTP server powered by Apache, but it
also integrates with Apache, IIS, Netscape, and IPlanet Web
servers); caching servers; deployed applications; back-end
systems, including databases such as DB2, Sybase, Oracle,
and Informix; collaborative systems such as Lotus 
Domino; middleware like WebSphere MQ; and enterprise
resource planning (ERP) systems (see Figure 1). 

As we can see in Figure 1, applications are deployed across
extended underlying infrastructures on both distributed and
mainframe environments. This means that even though our
main focus is WebSphere, we shouldn’t forget that Web-based
applications traverse a path of complex, interdependent
entities, any of which is a potential bottleneck or failure
point. And not only is every element of the chain responsible
for presenting content to the end user, but problems can
happen in the source code of a particular JavaBean, in a spe-
cific method’s call to a back-end database, or even in a net-
work router. Consequently, effective Web performance man-
agement requires the latitude to monitor heterogeneous sys-

tems and networks across the extended WebSphere infra-
structure. It is important to use modular management tools
with the same look and feel so complete infrastructures can
be monitored the same way and from the same central loca-
tion. We also need the depth to uncover potential causes of
slowdowns at the lowest system and source-code levels. 

Focusing on WebSphere 
Let’s forget for now about the extended WebSphere envi-

ronment scheme and focus on WebSphere and its underly-
ing J2EE technologies. The J2EE application model divides
enterprise applications into three fundamental parts: com-
ponents, containers, and connectors.
• Components: These are the key focus of application

developers, focusing on specifics such as business logic
and user interfaces.

• Containers: These intercede between clients and com-
ponents, providing services transparently to both,
including transaction support and resource pooling.

• Connectors: These sit beneath the J2EE platform, defin-
ing a portable service API to plug into existing enterprise
vendor offerings.

When building J2EE applications, organizations rely on
services provided by vendors using a combination of standard,
commercially available components in addition to their own
custom components. This approach results in faster develop-
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ment time, and portability across a range of enterprise plat-
forms. But what happens from a management perspective?
This model adds complexity to pinpointing where the per-
formance bottlenecks or crashes are really happening. Are
these problems due to the underlying services and therefore
IBM’s fault? Or does the fault lie with the commercially avail-
able component or the in-house–developed components?
Finding the answer requires a management tool that will
monitor both WebSphere infrastructures and deployed appli-
cations. Why? Because on the one hand you need to make
sure that your WebSphere infrastructure is healthy and avail-
able to present content to your end users, but on the other
hand you need to ensure that deployed applications are work-
ing properly and that return content is complete and accurate. 

Keeping in mind WebSphere infrastructures, a manage-
ment tool should monitor individual WebSphere containers
and services performance, as well as system performance, to
ensure that there are enough system resources to handle your
traffic. For example, you should look for a management tool
that will oversee things like JVM performance, JMS, garbage
collection, disk space or threads, and memory usage metrics,
to ensure that your WebSphere systems are not running out
of resources, which could cause system instability, or fatal
Out of Memory Exceptions. In addition, a management tool
should provide monitoring of metrics associated with proces-
sors, file systems, and port availability. And of course, you
really need a proactive management tool to monitor your
WebSphere environments. It should allow you to configure
warning and critical thresholds, along with automatic correc-
tive actions, to automatically address critical problems as
soon as they happen, without requiring IT intervention. 

Monitoring WebSphere Applications 
As infrastructures are increasing in complexity, applications

are becoming more and more complex as well. In fact, today’s
typical Web application can have more than 80 components
distributed across different systems. Let’s take a closer look at
the J2EE application model shown in Figure 2. As you can see,
it consists of a client-side presentation tier, server-side pres-
entation tier, server-side business logic tier, and a data access
layer within the enterprise information system tier.

Monitoring the Front End of the Applications
As we can see in Figure 2, for server-side deployment of

dynamic content, J2EE supports both Java servlets and
JavaServer Pages (JSP) technology. JSP and servlets are part of
the server-side presentation tier, forming the front end of an
application, so it’s crucial for WebSphere administrators to
oversee the performance of these visible components. What if
the average time taken to execute a servlet is increasing? What
if it’s starting to take longer for an end user to be authenticat-
ed on the login servlet? How can you detect those trends that
are just beginning to appear in the application server before
they develop into a critical situation? One of the things that
you should look for in a management tool is the ability to
help you monitor and manage the performance of the front
end of your deployed applications by automatically discover-
ing all JSP and servlets deployed on your environment, so you
have a way of understanding and visualizing your complete
front-end tier. For any deployed JSP or servlet, you should be
able to monitor in real time performance parameters such as
invocation total/second, longest execution time, and average
execution time, so problems and bottlenecks can be easily
identified for key servlets or JSP, and application problems
can be tracked down to the offending servlet or JSP. 

Synthetic Versus Real-Time Monitoring
Vendors have been addressing J2EE management from two

very different approaches: real-time versus synthetic monitor-
ing. Real-time monitoring can help you detect application
problems when they happen, as soon as they happen, and
synthetic monitoring proactively monitors Web applications
and allows prevention before the end user encounters applica-
tion crashes or wrong data. An ideal management solution
should deliver both approaches. For real-time monitoring
capability, a management solution should deliver an “insider
view” of the application to manage the transactional availabili-
ty and performance of the application in real time, and have
the capacity to pinpoint a performance or availability problem
to an offending JavaBean home or remote interface, a servlet,
or a database connection. In this context, crucial real-time
transaction availability and performance metrics could be cap-
tured by dynamically instrumenting the target application with

FIG. 1: EXAMPLE OF AN EXTENDED WEB INFRASTRUCTURE ENVIRONMENT
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a watcher component. These dynamically inserted watchers
do not make any persistent changes to the application code
and do not require any foreknowledge of the application
domain or business logic. At the same time, you should look
for a management tool with abilities to periodically exercise
your deployed applications, to help detect problems before
end users encounter them. From a management perspective,
you should start by identifying your real business objectives –
for example, to get users to register for a technical seminar, or
to sell an item from the inventory – to identify which Web
transactions are critical in your environment. Each of these
critical business scenarios or paths should be monitored and
managed synthetically and in real time as a Web transaction. 

Monitoring JavaBeans 
Monolithic applications of the past are now being replaced

with JavaBean components. These components constitute the
skeleton of the J2EE server-side business logic tier, and form
the application’s core (see Figure 2). EJB technology provides
the ability to model a full range of objects by defining two dis-
tinct types of EJB components: session beans and entity
beans. Session beans represent behaviors associated with
client sessions, for example, a purchase transaction on an e-
commerce site. Entity beans represent collections of data,
such as columns in a relational database, and encapsulate
operations on the data they represent. Entity beans are per-
sistent; surviving as long as the data they’re associated with
remains viable. One of the requirements of an application
server management tool should be real-time monitoring of
individual JavaBean performance to ensure the overall health
of the application. What if the number of rolled back transac-
tions is reaching the maximum acceptance criteria for an EJB?
Which EJB has the most requests? Specifically, you need a
WebSphere management tool that will automatically discover
and populate your GUI with the set of entity beans and ses-
sion beans that have been deployed on your application serv-
er, and will automatically update the topology as new
WebSphere applications are deployed and put into produc-

tion. For each EJB, you should monitor key parameters such
as: number of times accessed, cached beans, transactions
committed/second, rolled-back transactions, transactions in
process, cached beans in use, idle cached beans, and so on.
Monitoring these parameters will help you detect perfor-
mance problems. You should also take them into considera-
tion for performance tuning, or when planning for WebSphere
application server additions or configuration changes.

Monitoring JDBC Connection Pools
Let’s move next to the data access layer and JDBC con-

nection pools. Each time a resource attempts to access a
database, it must connect to that database. A database
connection incurs overhead, as it requires resources to
create the connection, maintain it, and then release it
when it is no longer required. The total database overhead
for an application is particularly high for Web-based appli-
cations. Web users connect and disconnect more frequent-
ly, and usually less effort is spent during the interactions
themselves. WebSphere Application Server enables admin-
istrators to establish a pool of JDBC database connections
that can be shared by applications to address these over-
head problems and improve response time. 

When a user makes a request over the Web to a resource,
the resource accesses a data source, and when the request
is satisfied and the response is returned to the user, the
resource returns the connection to the connection pool for
reuse. What if the number of requests waiting for connec-
tion is growing? What if the total number of available con-
nections is decreasing? You need a management tool able
to take corrective actions to ensure that there are enough
resources in the pool to avoid poor application perfor-
mance. Monitoring the status of every JDBC connection
pool parameter – such as the number of active connec-
tions, the number of requests waiting for connections, the
highest number of waiting connections, the longest wait-
ing time, and the total number of available connections –
is imperative to ensure the application’s good health, to
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FIG. 2: J2EE APPLICATION MODEL
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ed in time, and to guarantee a good end-user experience. 

Monitoring Custom Business Logic 
I like to define business logic as the term that describes

“the action behind the button.” When you are performing a
transaction on a Web site and you click a button to see a list
of available parts or pricing, you’re interfacing with the
application logic. A visually pleasing presentation layer is
displayed to you, but behind the scenes the application is
executing a number of predefined steps or logic, checking
the inventory database for availability and checking the sales
database for current pricing. The application presents a con-
solidated picture to you through the presentation layer (Web
browser), but the action behind the button is carried out by
the business logic developed into the application. Let me
give you an example: consider a bank account EJB that pro-
vides deposit, withdraw, and balance-check methods.

A typical user interface, built using servlets, will use these
methods to provide an ATM-like functionality through a
standard Web browser. A customer could deposit money,
withdraw money, and check the balance of the account (see
Figure 3).

A management tool should really go down one more layer
to monitor the custom business logic encapsulated in your
deployed JavaBeans. It should allow creation of virtual user
interactions to navigate through the J2EE infrastructure, “exer-
cising” all your Java components and reporting back on appli-
cation health as well as the performance of the actual busi-
ness logic. A management tool should have a robust EJB auto-
discovery functionality to provide a complete picture of your
business logic as well as the methods and parameters that
each method requires at execution time. Once this informa-
tion is obtained, recorded interactions should be created to
test critical transaction paths or flows (a set of steps) in a non-
intrusive way. Recording each step should be as simple as
selecting a JavaBean, picking the method to execute, and con-
figuring the parameters associated with each method. Once
the user has completed the wizard-based recording phase, a
WebSphere management tool should periodically execute the
complete flow at user-specified intervals, validating results
against values previously stored in the recording phase, and
monitoring parameters such as execution time, return value,
and exception errors for each step. These synthetic monitor-
ing capacities will provide you with a complete picture of the
health and behavior of your business logic, and with the capa-
bilities to correct and avoid application problems before end
users run into exception errors or invalid return data.

Managing the End-User Experience
Most end users have encountered errors such as “Error

occurred while processing your request,” or “The page can-
not be displayed,” or “Page not found,” while shopping
online, banking online, or surfing the Web. What is the result
of these types of errors? If the Web application that is experi-
encing a problem is an internal one, employees are not able
to do their job, so productivity decreases for them, as well as
for IT, as they need to invest time to troubleshoot and resolve
the problem. And if the Web application having the problem
is an external one, what happens? Well, it is likely you will
lose your customer’s trust. If your Web site is not reliable
then you might not be reliable either, the user may reason.
You may even lose this customer to your competition. Both

of these scenarios translate into lost revenue.
What does this mean from a management perspective?

While managing WebSphere systems and the performance of
individual application components both synthetically and in
real time is essential, it doesn’t give you the complete picture,
as it doesn’t tell you how well you’re serving your end users. A
management tool should also monitor the front end of your
applications, both synthetically and in real time. For each
monitored transaction you should check parameters such as
response time and content (including patterns, size, and
changes in the source code). Once you have response-time
metrics of real-time/synthetic monitored transactions, and
performance metrics across the different elements of your
extended WebSphere infrastructure, you can feed these met-
rics into a common Web-based reporting tool that your man-
agement vendor should provide, to manage your service
goals across the extended enterprise.

Management for WebSphere
Computer Associates’ solution for WebSphere environ-

ments, Unicenter Management for WebSphere, will help you
maintain your critical Web applications and exceed user ser-
vice levels by proactively managing the performance of your
WebSphere servers and their underlying J2EE technologies,
including the end user’s experience and your application
business logic. Unicenter Management for WebSphere is able
to monitor performance from the top-level user experience
down to individual Java components to identify the exact EJB,
servlet, method, or external connection to back-end systems
that is causing the problem, seamlessly integrating with the
management of your total enterprise, to help you locate and
automatically resolve problems in today’s extended
WebSphere Application Server infrastructure. 

Conclusion
Managing WebSphere infrastructures and world-class Web

applications is a complex, difficult, and time-consuming job.
I have discussed managing the WebSphere extended envi-
ronments and the need to proactively monitor both
WebSphere infrastructures and applications. I have dis-
cussed the philosophy of managing the containers and ser-
vices, the contained (including the application business
logic), and the end-user experience, and I have explained the
need to monitor deployed applications both synthetically as
well as in real time. It’s important to keep all these factors in
mind when selecting the appropriate WebSphere manage-
ment tool to help ensure a positive end-user experience
across your complex WebSphere environment.    

FIG. 3: BUSINESS LOGIC EXAMPLE
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G lobal Holding & Investment Company is a retail
consumer finance business founded 17 years ago
in what was essentially a different technological

era. President and CEO Joe Jones discusses how
WebSphere has helped to transform his business from a
paper-based company to a sleek automated firm poised
for exponential growth over the next few years.

The Company
GH&I specializes in the financing of consumer items,

with a market niche in consumer goods typically priced
below $4,000 and paid for in installment plans over a
period of time ranging from 6–36 months. GH&I finances
the purchase of household appliances, furniture, and
other durable consumer goods that are bought with a
small down payment and then paid for on a monthly
basis.

“What we do is to step in to finance the transaction – we
basically buy the paper or fund the paper to the merchant
or retailer that’s selling the merchandise so they can
replace their inventory,” says Jones. “We send a payment
book out to the consumer and the consumer makes their
monthly payments to us. Essentially we take out the mid-
dle man so the customer doesn’t have to go to a credit card
company or to a bank to borrow financing.”

“Our subniche in the marketplace is actually buying
credit risk paper – paper that’s been priced at credit risk
according to the previous credit history of each individual
borrower,” Jones says. “We buy paper – what we call loans
– across the country. Over the past 17 years we’ve built a
sizable portfolio with a well-diversified product base.”

The average loan in the GH&I portfolio is about 24 months
with a balance of about $2,000. The company services all of
its loans in-house, including all of the collection work, loan-
tracking and origination, and legal work. In addition to its
consumer lending business, which serves 30 states, GH&I has
a consumer retail mortgage department that handles first
and second mortgages, home equity loans, and home
improvement loans for homeowners in the New York and
New Jersey areas. The third arm of the company is their col-
lection department, which in addition to handling in-house
loans, also takes on third-party collections for outside retail-
ers that are having difficulty with their own collections.

Technological Background
The technological end of the business has radically

changed in the years since Jones founded GH&I. “When
we opened Global originally, we used to draw a circle in
the sand and we would put rocks in the middle to keep
track of what loans we had or didn’t have,” he recalls.
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“Essentially, everything was done on paper. Loan balances
were kept on paper; account ledger sheets were all kept on
paper – and tracking the loans was a monumental task,
where piles of paper would move from one side of the desk
to the other side of the desk and from one person’s desk to
another desk.

The purchase of the company’s first computer was a major
investment. “It was a 286 computer that was put out by some
local company here and we thought it was going to auto-
mate our business and eliminate all of our paper and track-
ing problems,” Jones says. “We were running Lotus, back in
the days prior to Windows. We were running the DOS version
of Lotus and everything was backslash file retrieve, and I
remember we were excited because we had a half MB of
RAM in the unit and we thought we were going to fly.”

GH&I has increased its investment in technology quite
substantially since then, adding a PC here and there and
eventually networking all of its computers together. Today
the company runs a series of networks in its office. One
platform is running a Unix/Linux system and the other is
running a Windows NT system supporting the entire staff.
“Without the advancements in technology we could never
be as efficient as we are today with respect to servicing our
loans,” Jones says. “We now have the ability to track loans
live on our screen. Moment to moment, we’re able to know
exactly what our balances are, where we’re going, how to
adjust any type of collection needs that we have. Any type of
action that needs to be done can be done live at this point.”

WebSphere’s Role
Improved efficiency was the first noticeable impact of

migrating to WebSphere, Jones says. “In the first obvious
impact, it allowed us to tie applications together that were
kind of scattered, so we were able to share data more effi-
ciently. And sharing the data gives us the ability to analyze
it from different perspectives, allowing us to make more
efficient management decisions,” Jones says.

WebSphere allows retailers to access GH&I’s Web pages
to transmit and access data in a secure live environment.
“So if they have a consumer in the store, they can get to us
live in a matter of seconds, have an approval, and docu-
ments print out right from their PC – instant approvals,”
Jones says.

“Workflow is the name of the game in our business,
Jones says. “We receive literally hundreds and hundreds of
applications a day from all across the country. When the
application or the paperwork is sent to us, we have to kind
of live with it from what we call ‘womb to tomb.’”

When an application enters the office, it is entered into
GH&I’s main system and into a loan-tracking system that
allows the company to give the merchants live access to
the status of their loans. A merchant can come online at
any given time and see the status of any of their loan
applications.

“All of that is running on WebSphere,” Jones says. “Once
we’ve approved the loans we’re then able to take all that
data and move it to our loan servicing department, which
runs on a Unix-based system that tracks all of the pay-
ments, due dates, the history of the account, the perfor-
mance of the account, as well as storing crucial variables
on each and every client so we can do certain types of
regression analysis – looking to see who’s paying, why cer-
tain activities are working better than others.”

“The business logic is completely automated – we
couldn’t do it any other way,” Jones says. “I don’t believe
that we can just sit down with automation and figure out
mathematically who’s going to pay a loan and who’s not.
What the system does for us is give us the data that we
need in order to make intelligent strategic decisions,” he
adds. “Our business now, from the time a loan comes in
until the time it’s paid off, is all automated. Every step of
the process is trackable and traceable. We can pull any
account at any point in time based on any variable in the
file and be able to compare it to other similar loans.

“The WebSphere product at this point has taken all of
our small homegrown applications that we’ve developed
over the years, that were kind of scattered in different pro-
grams, and has tied them all together into one manageable
program so our programmers can now write everything in
Java and they can move it from application to application
and use is just about anywhere.” GH&I is in the process of
designing new systems with WebSphere products that are
going to allow the company to integrate its different appli-
cations even more closely.

GH&I is investigating the possibility of adding a new
WebSphere product to its arsenal – HATS (Host Access
Transformation Server). “One of the big reasons we’re looking
at it is that in our collections system right now everybody
works on the old Wyse terminals,” Jones says. “We call them
dummy screens. They’re green screens, and we find that
when we recruit new employees, they’re not accustomed to it.
Everybody has grown up in the Windows environment and
we need to be able to move them into that environment. So
they’re going to go from the green screen to the GUI.” Jones
estimates that integrating HATS into GH&I’s collection sys-
tems will allow the company to shorten the training process
for a new employee by as much as 25–30%. “This obviously
translates into a dollars-and-cents savings,” he says.

GH&I plans to greatly expand its business over the next
few years. “The industry is growing, but I think we are out-
pacing the industry,” Jones says. “Our niche in the market-
place – and our brand name – is really established at this
point. We are looking to increase our business by approxi-
mately tenfold over the next four years.”

"We are presently streamlining our business for organi-
zational efficiency and addressing the present capital
structure to enable Global to attract new investors. The
raising of new funds is going to allow us to increase the
size of our portfolio substantially,” Jones says. “Our chal-
lenge here is being able to manage that growth with the
right type of technology. We’re looking at WebSphere for
products and innovation that are going to allow us to
take the uniqueness that we’ve established here and
build it out and expand out on it, to extrapolate it into a
larger portfolio.”

Conclusion
“Without WebSphere’s help over the past several years

we probably would not be in the position we are in today
– prepared for the growth that we’re about to experience,”
Jones states. “Gathering new business is easy; managing
the business when it comes through the door is a whole
different ball game. And WebSphere has helped us man-
age the business once it comes through the door. After
that it’s a matter of maintaining it, and that’s where the
future growth comes from.”    
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Web services is a set of stan-
dards used to create an
open environment in which

employees, partners, and customers
of services can locate and work with
service providers through Web-
based heterogeneous systems. Web
services also refers to the network-
based applications that can interact
automatically with other such
applications.

Adding to the business drive to
build Web services are intense com-
petitive pressures and increasing
market demands, which are forcing
development organizations in the
new economy to become more
agile. It is critical that development
teams be able to quickly create
high-performance, flexible, content-
rich Web applications while increas-
ing efficiency and reducing devel-
opment costs. In pursuit of these
goals, developers must address a
continuous flow of complex
changes to application source code,
documentation, test scripts, and

other development components,
with the ultimate goal of delivering
top-quality, error-free, reliable, and
scalable applications to meet busi-
ness objectives. 

As today’s application develop-
ment environments grow increasing-
ly complex, the need for sophisticat-
ed, enterprise-caliber change and
configuration management solutions
intensifies. Specifically, in the
WebSphere Studio and J2EE develop-
ment realm, tying everyday develop-
ment to change and configuration
management activities – and to the
process of deployment into opera-
tions – is the key to success.
Maintaining control over the entire
software development life cycle –
from analysis to coding to testing to
production – enables IT to ensure
high-quality deliverables in the J2EE
world, where extensive coding and
testing is required to produce even
simple applications. 

Many WebSphere applications are
composed of multiple traditional

and Web applications. To manage
this complexity, manufacturers rec-
ommend that WebSphere users have
administrator, development, test,
and production servers to help
organize the development workflow
(see Figure 1). Since J2EE applica-
tions are often built in an IDE in a
PC environment and run in a variety
of environments, the challenge is to
build and assure the applications in
the test production environments.
This type of development requires a
solution not only to manage that
workflow, but also to automate the
build process. This requires a com-
prehensive life cycle management
tool.

Build management is often con-
sidered a small part of configuration
management and is often over-
looked by development teams.
Building an application entails com-
bining components to develop a
complete executable program. This
sounds rather simple, but Web ser-
vices and many other J2EE applica-
tions may be composed of hundreds
of individual components with many
variables. Automating the build
process is a key factor in successful
application development and
deployment. 

A build management solution
ensures a consistent, reliable, and
repeatable process for application
building. Build management tools
use configuration information that
indicates what goes into the appli-
cation, along with specific rules
that define how to integrate these
components into a running applica-
tion. For example, if a developer is
creating a program to run on an HP
Unix machine, it requires rules that
define what C compiler to run, what
options to use, and what machine
to use for the build. Building the
same application the same way
every time improves application
quality. 

In an agile environment, changes
to applications, Web content, docu-
mentation, and design specifications

WEB 
SERVICES

Web services initiatives are expected to change the very nature of computing

and of application development. While Web services projects may not be fully 

realized today, many organizations are beginning to build the infrastructure to 

support this important development venture. According to analysts, WebSphere

Studio will be one of the primary tools used to develop Web services. 
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are continually requested by end
users as well as by analysts and QA
resources. If these changes are not
properly managed across platforms
and throughout each stage of the
application development life cycle,
the organization will face costly pro-
duction failures and system down-
time. 

As with other IT initiatives,
process control and team collabora-
tion are critical to the success of
Web services development.
Organizations can significantly
improve productivity through man-
aged collaboration, providing they
have the technology needed to keep
everyone – including business ana-
lysts, developers, testers, and end
users – synchronized with one
another. Organizations need to
define and enforce software devel-
opment processes in the form of a
development life cycle to tie IT
development to IT operations and
back to line-of-business require-
ments, to reduce risk and to

improve the time-to-market associ-
ated with developing and deploying
new systems.

Most Web services projects are
supported by diverse teams in
which multiple developers work on
the same source code at the same
time in order to meet the heavy
demands placed upon their organi-
zation to quickly deliver these new
applications. To successfully imple-
ment this kind of concurrent devel-
opment, users must automate the
process of merging multiple ver-
sions of source code and identifying
conflicts for resolution (see Figure
2). Without an integrated change
and configuration management
solution, IT cannot manage this
kind of collaboration.

The drive to accelerate time-to-
market while maintaining control
over the application development
life cycle requires the seamless inte-
gration of world-class change man-
agement capabilities and effective
development processes. To ensure

optimal organizational efficiency
and application quality while
attaining maximum business value
from change management tools,
organizations must ensure that they
can support all of their strategic
development environments.
Integrating a complete change and
configuration management solution
into the development environment
provides centralized control and
helps ensure that your systems are
up and running and meeting the
service levels defined by the busi-
ness. Such integration ensures that
mission-critical systems are devel-
oped quickly and maintained
according to exact standards.

Organizations need a single,
enterprise-wide change manage-
ment solution that will enable them
to track software changes and man-
age the application development
process – regardless of the platforms
or environments these applications
are developed on or deployed to.
Such a solution should have an
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multitier architecture to synchro-
nize development teams anywhere
in the enterprise. It should offer
simple point-and-click and drag-
and-drop operations to enable
developers to meet demanding
delivery schedules and to realize
maximized productivity, reduced
development costs, and improved
application quality.

Through the Eclipse program
(www.eclipse.org) software vendors
are working together to create an
open environment that allows the

open source community to create
additional plug-ins for WebSphere
Studio to streamline the develop-
ment process and ensure successful
projects. Several change manage-
ment vendors have taken advantage
of this standard to provide
WebSphere Studio developers with
seamless access to their software
change and configuration manage-
ment and life cycle management
solutions.

Life cycle management solutions
provide the ability to manage, con-
trol, and improve the process of

building, changing, and operating
WebSphere applications, with the
primary objective of reducing and
managing risk. 

Because Web services projects 
are so diverse – ranging from Web
enablement to high-powered, cross-
platform applications written with
multiple development tools and 
in several languages by teams tran-
scending geographic boundaries –
the disciplines surrounding this
process are rapidly evolving.
Specifically, software change and
configuration management is
expanding beyond traditional appli-
cation development. These solu-
tions provide a management focal
point for integration initiatives that
traditionally focus on system man-
agement and automation tools 
such as alert management, soft-
ware distribution, and service desk
management.

Even though new development 
is taking off in so many directions,
application development managers
must maintain service levels.
Everyone on the team has to do
more with less – less time, less
money, and fewer resources. They
must exceed their previous best
efforts and constantly develop bet-
ter applications. In addition, many
organizations have quality efforts
and continual improvement proj-
ects in place. Whether organizations
are trying to implement the
Software Engineering Institute’s
Capability Maturity Model or the
ISO 9002 standard, enterprise-wide
change management must take
center stage.

To increase the speed and effec-
tiveness of delivering Web services
and J2EE applications to the market,
WebSphere developers must employ
powerful life cycle management
solutions that are integrated with
the IDE and provide much more
than simple workgroup-oriented
software change management. Only
then will organizations be empow-
ered to increase the speed of devel-
opment, ensure software accuracy
and team effectiveness, reduce
deployment risk, lower training
costs, and truly evolve into an agile
organization.  

FIG. 1: MULTIPLE SERVERS HELP MANAGE THE DEVELOPMENT WORKFLOW OF 
BUILDING AND DEPLOYING WEB SERVICES AND J2EE APPLICATIONS.

FIG. 2: AN INTERACTIVE MERGE FACILITY ALLOWS A TEAM OF USERS TO DECIDE 
WHICH VERSION OF A CONFLICTING LINE TO INCLUDE IN THE FINAL VERSION 
OF THE APPLICATION.
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In an ongoing effort to provide access to the most useful
resources for our readers, WebSphere Developer’s Journal pres-
ents SHARE – the original IBM user group – a nonprofit organi-

zation founded in 1955 whose member organizations use IBM
enterprise-class system technologies. An extensive network of more
than 400 volunteers drives its visions and initiatives.

SHARE provides the valuable resources today’s IT professionals
need to successfully manage IT infrastructures. With its large and
diverse member base, comprehensive educational forums, network-
ing opportunities, industry influence, and wide range of communi-
cations tools, SHARE gives its members a solid foundation for
industry, personal, and professional success.

Education 
SHARE is renowned for its educational excellence

delivered through a variety of channels. Semiannual
user conferences, real-time Webcasts, downloadable
conference presentations, and online resource and
code repositories combine to distinguish SHARE
from other user groups and training providers.
SHARE’s programming is guaranteed timely and rele-
vant because much of the education is delivered by
front-line IT practitioners.

Networking
SHARE counts more than 2,200 organizations among its active

membership, including a majority of the Fortune 500, leading col-
leges and universities, independent consultancies, and federal and
municipal government agencies.

SHARE facilitates peer networking through several online tools in
addition to providing opportunities during its semiannual user 
conferences.

Industry Influence
SHARE influences the IT industry through an annual survey of its

membership, along with the organization’s online enhancements
application, SHARE Requirements 2.0. Requirements 2.0 enables
SHARE members to submit, discuss, and vote on requests that are
then sent to respective IBM product development teams for consid-

eration and remarks, thereby having a direct impact on product
evolution.

SHARE in Dallas
SHARE’s next event, SHARE in Dallas, takes place February 23–28,

2003, in Dallas, Texas. No other technical conference, symposium,
or seminar offers SHARE’s breadth of programming, volume of user
experiences, tremendous return on training investment, and partic-
ipants’ willingness to share in technical problem solving. Comple-
menting the robust technical program are an expansive trade show,
ample opportunity to network with peers, hands-on labs, unique
access to influential developers from IBM as well as other leading
software providers, plus an applications development special pro-

gram event.

Applications Development Special
Program Event

This special program event will run the length of the
weeklong conference with an agenda that revolves
around saving – saving budget, saving time, saving
headaches. These sessions will include the latest develop-
ment news, along with direct-from-the-trenches user
experiences. Four special application program tracks

highlight savings for managers, Web developers, traditional devel-
opers, and software change management specialists:
•  Save a Million Management Misunderstandings:

Focusing on J2EE, .NET, XML, SOAP, Unicode, and other current
topics. Recommended for applications management, architects,
and strategists.

• Save a Million on Web Development: Focusing on learning and using the
new tools and languages for Web-enabled applications. Recommended
for applications developers, project managers, and architects.

• Save a Million on Traditional Development and Support:
Focusing on application analysis, debugging, testing, migration,
renovation, and modernization. Recommended for applications
developers, tools support, and management. 

• Save a Million on Software Change Management: Focusing on
new solutions for cross-platform software change management
(SCM) and deployment. Recommended for applications software

PRESENTS...

Volunteer organization offers user-focused  education,
professional networking, and industry influence

SHARE
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change management specialists, managers, and applications
staff.

WebSphere Offerings at SHARE
WebSphere-focused sessions at SHARE in Dallas begin on Sunday,

February 23, with a seminar, “Developing JMS Applications Using
WebSphere Application Server and WebSphere MQ,” for an additional
participation fee. This seminar, presented by Gary Ward of Information
Design, Inc., and Andrew Wilkinson of IBM Hursley Lab, will cover the
development of JMS applications for WebSphere MQ and WebSphere
Application Server using WebSphere Studio Application Developer. 

The “WebSphere Opening and Keynote” session will be led by Al Hechler,
program director, WebSphere for z/OS and OS/390. This presentation will
give an overview of the WebSphere family, rollout for future function, and a
discussion of customers who have used WebSphere for z/OS successfully.

A sampling of other WebSphere sessions to be presented at
SHARE in Dallas include:
• WebSphere Studio Application Developer and CICS
• XML in a Production CICS Environment
• Understanding the WebSphere MQ Object-Oriented Model for

COBOL Programmers
• WebSphere MQ with Java and JMS

• Introduction to the XML and MQSeries Extenders for IBM’s DB2
• WebSphere V4, EJB Security Options & Config
• WAS Performance and Tuning – What an Experienced Mainframer

Wants to See
• WebSphere for Dummies
• Deploying Web Applications in WebSphere V4 for z/OS and OS/390

Hands-On Lab
• Java and XML: Servlets and JSPs
• Developing Web Services with WebSphere Studio Application

Developer
• Web Services Advanced Topics: Beyond SOAP, WSDL, and UDDI
• High Volume e-Business, Designing for Success
• Java Lab: WebSphere Application Developer for Java
• ISPW: Enterprise Software Change Management for WebSphere
• WSED: WebSphere Studio Enterprise Developer
• WebSphere Studio Asset Analyzer – Web Enabling Core Business

Applications
• Java: User Experience – Managing High-Performance Java

Applications in Large-Scale WebSphere Environments

For more information on SHARE in Dallas, including registration
and the technical program, visit www.share.org/dallas.  
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Nowadays enterprise server-side
technologies abound, but
between the J2EE, EJB, Web

services, .NET, Domino, zOS, CORBA,
etc., paradigms, no grand unified
solution has emerged. The EJB para-
digm, for example, solves a number
of problems common to enterprise
applications, but it’s a compromise
that is built to best fit distributed
enterprise applications. It is by no
means flexible enough to satisfy all
possible customer requirements, and
its complexity requires an uncom-
mon level of Java expertise. Often,
the challenge is to quickly build Web
applications that can be deployed in
any IT environment, while leveraging
existing developer skills. 

It should, therefore, come as no
surprise that a commercially avail-
able, XML-centric development

environment has emerged that capi-
talizes on XML as the greatest com-
mon factor among all existing server
paradigms. 

Trilog designed its Visual XSP
Studio as a means to develop sophis-
ticated Java applications in an intu-
itive manner that suits developers
with HTML, XML, and JavaScript
skills. Experienced Notes and Domino
developers will find that FlowBuilder
follows much the same paradigm as
the Lotus environment.

Welcome to a new view of server
technology. Instead of EJBs, or in
addition to them, FlowBuilder pro-
vides XML adapters that act as EJBs.
This tool can represent the hierarchy
of a database easily in XML or create
XML from a schema of related tables,
and HTML from the SQL or XML (see
Figure 1).

FlowBuilder XML Edition provides
a robust workflow engine with intu-
itive drag-and-drop design tools for
modeling processes and defining
workflows. The workflow component
includes a unique utility called the
Organizational Planner for defining
the organizational structure, includ-
ing groups, roles, and skills for indi-
vidual users. This data can be includ-
ed directly in a workflow definition,
allowing the application to dynami-
cally determine the best recipient
among the available resources in the
organization.

Overall, Trilog’s FlowBuilder XML
Edition provides a robust set of
functionality across a diverse range
of business needs, delivering value
on a number of levels while also
complementing existing systems and
skills that organizations may already
have in place. Thus, FlowBuilder
XML Edition is at the intersection of
standards-based application devel-
opment, process automation, and
integration. Other vendors provide
independent tools to handle these
functional areas, but none are offer-
ing them in a package designed for
Lotus shops. 

FlowBuilder’s XML Server Page
(XSP) technology is similar to JSP and
ASP and provides full separation of
the business logic layer and the pre-
sentation layer – allowing developers
to independently change the HTML
presentation logic without impacting
the business logic. The product’s
Visual XSP Studio does not use pro-
prietary tags within HTML layouts,
and its visual environment for adding
components (XSP Beans) to HTML
layouts can make the development
process more intuitive than other
alternatives. 

Since XML is the greatest com-
mon factor in many of the systems
in an enterprise, FlowBuilder XML
Edition is compatible with any IT
environment. FlowBuilder uses
standards-based XML to ensure
openness. A solution created using
FlowBuilder stores all its definitions

PRODUCT 
REVIEW

About five years ago, I worked with a pure XML-embedded database. The

advantage of such a database is unmatched flexibility. New definitions of 

everything can be added or changed on the fly. It was lightweight and useful in

tight spots, but of course lacked many of the features of more rigid relational

databases. One advantage it had was that it was compatible with everything. At

the time it was obvious that an XML-based component integration strategy could

be just the thing to quickly glue a system together.
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XML Edition: 
XML Super Glue
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and data in XML, and uses XML
for all information exchange. The
solution can integrate with other
systems and use their data within
its applications, leveraging exist-
ing IT investments.

Obviously, FlowBuilder XML
Edition aligns well with emerging
Web services strategies. The sys-
tem’s components are natively
built as Web services that use true
SOAP messaging to communicate
internally, with the FlowBuilder
server acting as the Web services
container.

Using FlowBuilder, users can
define databases and/or Lotus
Notes (Domino server) as resources,
and can auto-convert Domino
applications (Lotus Script, forms,
and all design elements) into Java,
XML, or HTML, and create an XML
database for the application.
Flowbuilder also enables non-
Domino applications to connect to
a Domino resource. Flowbuilder
provides one of the best (if not the
only) migration paths from Lotus
Notes to J2EE.

Product Components
The major functional components

of FlowBuilder XML Edition are:

• Visual XSP Studio: Client applica-
tion for building Web applications
based on XSPs. This Web develop-
ment environment allows develop-
ers to create applications that can
manage and present XML content
as part of a defined business
process; all application metadata
and objects are stored as XML.

• Visual Integrator: A generic XML
adapter that allows developers to 
access and merge data from multiple
third-party systems for use in Web
applications and workflows. The
Visual Integrator converts this exter-
nal data into standard XML on the
fly, and automatically constructs the
schema – without requiring develop-
ers to build connectors, schemas, or
data definitions.

• FlowBuilder client interface:
Java-based browser interface that
interacts with all of FlowBuilder’s

servers (BizDAP Server, Design
Server, XSP Server, and Workflow
Server).

• Visual Designer: Browser-based
workflow design utility that pro-
vides an intuitive interface for cre-
ating process definitions in a drag-
and-drop fashion. The Visual
Designer runs against FlowBuilder’s
Process Server, and stores all
process definitions and application
components as XML in a relational
database.

• Visual Organization Planner:
Browser-based administration util-
ity that allows organizations to
define internal and external organ-
izations (e.g., divisions, depart-
ments, suppliers, customers, etc.),
the hierarchy of users (e.g., VP,
manager, employee), and roles and
subroles. The Organizational
Planner also defines the relation-
ships between all of these ele-
ments. All definitions are stored in
FlowBuilder’s BizDAP Server,
which can also include informa-
tion from LDAP directories. At
runtime, FlowBuilder’s Matrix
Organization Search Engine
(MORSE) uses the Organization
Planner database to evaluate
workflow recipients based on role
assignment and availability, mak-
ing dynamic determinations of the
best recipients.

• Workflow Monitor: Server that
tracks all system actions and audit
trail data, giving administrators
access to detailed statistics and
other administrative features.

I found it easy to use
FlowBuilder to rapidly develop a
simple database application that
mapped to several DB2 tables.
FlowBuilder autogenerated a
Web-enabled user interface,
including the code necessary to
access the database from the UI.
The tool also generates field vali-
dation on the form, and since
everything in FlowBuilder is XML,
I could add new fields on the fly
directly into XML from the form
definition.
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One of the neat features of the
system is that user privileges to
view and edit Web pages are auto-
matically implemented in the appli-
cation based on the roles defined
using the Visual Organization
Planner. 

The autogenerated Web pages
have all the plumbing to connect
with the database, but of course
must be completed with an HTML
editor to make them aesthetically
pleasing.

In the world of component-orient-
ed programming, FlowBuilder is a
pure Java tool that can add value to
a project in a variety of ways. It fits
neatly in between IDEs, compo-
nents, and databases, and produces
components that execute on almost
any server. While it works as a sort of
universal component glue, it also
provides the ability to split the page
layout from any processing on the
server. 

The presentation layer contains
only presentation logic, and the

presentation logic is loosely coupled
with the display since it uses XML
tag IDs, not taglibs embedded in
HTML.This loose coupling means
each tag is disassociated from the
logic, allowing the logic to be cou-
pled in later. This allows developers
to generate a layout, which can be
interpreted in any way needed
depending on the client type.

Unlike most relational databases,
FlowBuilder’s XML database can
include a schema in another schema,
or one schema can be included in
many schemas. In addition, the tool
supports component polymorphism
by applying different transforms to
same tag. This goes way beyond JSPs
and ASPs!

Three major enhancements are
planned for future releases.
• The ability to build your own XSP

Beans without writing Java. 
• Visual SOAP – which will provide

the ability to visually build Web
services by putting beans on XML
tags as you build an XSP page.

• Copy/Paste text does not work when
Visual Process Designer is run as an
Applet in a browser, but this will be
fixed in the next release.  

FIG. 1: FLOWBUILDER VISUAL XSP STUDIO

Trilog Group Inc.

COMPANY INFO:
54 Cummings Park 
Suite 308
Woburn, MA 01801
E-mail: sales@trilog group.com
Web: www.triloggroup.com
Telephone: 800-818-2199

SUPPORTED PLATFORMS: 
Windows NT/2000/XP, Linux, OS/400, OS/390,
Solaris, AIX, HP-UX, and MacOS X 

MINIMUM SYSTEM REQUIREMENTS:
Pentium III 500 MHz, 
128 MB RAM, 
300 MB disk space

PRICING: 
Visual XSP Studio is $5,000 per developer. 
The FlowBuilderWorkflow engine is priced inde-
pendently based on server configuration. For addi-
tional information, call 800 818-2199. 
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Choosing a technology vendor today may seem like a
game of chance. With many “dot-coms” turned into
“dot-bombs,” laid-off employees have turned to con-

sulting as a way to earn a living. Now, I do not begrudge
anyone earning a living. I consider myself to be a consum-
mate capitalist. But as the number of vendors claiming to
be Java-WebSphere specialists has multiplied, sorting
through various proposals may feel like spinning the wheel
of some game of chance. It should not. So, what should IT
managers look for when hiring a consultant or training provider?
Apply this simple test to determine if your prospect is a good choice. 

Qualifications
Anyone setting foot in your office should have the proper qualifica-

tions. Like passing a bar exam, industry certifications confirm knowl-
edge and proficiency. For the Java platform, look for recent Sun Java
certification; for J2EE application development, insist on WebSphere
Studio Application Server and OOAD (object-oriented analysis and
design) certifications. It also wouldn’t hurt to have a WebSphere
administration certification thrown in for good measure. The jCert
Initiative, Inc., (found at www.jcert.org) can help you sort out the var-
ious technical certifications. Dedicated consultants usually have mul-
tiple certifications and are happy to provide a detailed resume. 

Which brings me to the next point: experience. Require that a vendor
already have the experience needed to make your project a success. Ask
for a list of references, and be sure to do a little detective work. Spending
15 minutes on the phone may save thousands of dollars in project
expenses. Granted, the vendor won’t give you the name of someone who
won’t give a good reference, but at least it is something to check.

What about working outside the box? In other words, what will the
vendor do if one of your employees asks an off-topic question? Does
the vendor have the experience and acumen to answer the question,
or is the vendor merely a talking-head newscaster who knows how to
pronounce technical jargon? Clearly, you will want a vendor qualified
to work outside the box while keeping the project on target.

Flexibility
If you are hiring a training vendor, how willing is the vendor to

make changes to the curriculum? No two snowflakes are alike, and
neither are two projects. Training vendors should be willing to take

existing courses, add new content when necessary, and cre-
ate a unique syllabus. 

What about scheduling and location? What about cancel-
lations? A vendor should realize that your existing business
takes precedence over any new training. Choose a vendor
that is willing to make scheduling changes – even the week
before a scheduled class.

We all know that one size doesn’t fit all, and this is where
you may eliminate many vendors.

Focus
What are the vendor’s true motives? Is the vendor using the engage-

ment to sell some other unrelated product or service? For example,
when training, does the vendor use class time to sell hardware? Time is
too valuable to be wasted on commercials. The vendor should focus on
your project. Any additional marketing should be done outside of class.
If the vendor attempts to market products during class, insist that it be
done during lunch. Oh, and ask for free pizza!

Value
Low cost is not necessarily value. Of course, competitive pricing will

help narrow the field, but would you feel comfortable buying a piece
of life-saving equipment produced by the lowest bidder? Value is really
about the intangibles that make choosing a vendor a success. Expect a
guarantee. What happens if you are not satisfied with the vendor, for
any reason? Do you get either a partial or full refund? Choose a vendor
that offers a guarantee with the fewest exclusions. Ideally, the guaran-
tee would be as simple as “if you are not satisfied, you do not pay.”

If you are purchasing training, how are the courses conducted? Does
the vendor minimize breaks and lunch to give you a full day of train-
ing? Does each student receive a professional-looking kit of materials?
What happens if students have questions after the vendor has left?

These are the intangibles that can greatly increase a vendor’s value,
making your choice much easier.

So how do you apply this test? Probably, the best approach is to
rank each of these by relative importance. Create the ranking before
beginning your vendor search. If a potential vendor does not meet
your criteria, ask for a change or move on to the next vendor. With a
little perseverance, you will succeed in your vendor search, leaving the
games of chance to Las Vegas.  

ABOUT THE AUTHOR... Ken Greenlee is chief technology officer of Kenetiks, Inc., a worldwide provider of WebSphere training and
mentoring. Ken has 14 years of professional software development experience, holds a B.S. in computer science from Indiana
University, and has several WebSphere and Java certifications.
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